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Type Soundness: In Theory

Metatheoreticians: 

  verify type soundness of at least a core of the language, 

  usually via progress and preservation                   

HaskellML Java



Type Soundness: In Practice?

Working Metatheoreticians:

  (those doing metatheory of langs as they are implemented)

  what techniques can they use for soundness of lang+interop?             

ctypes inline-c JNI
escape

hatches



Interoperability in Practice

All languages support interoperability: 

• C FFI (with tools like SWIG to generate wrappers)

• OCaml-ctypes, inline-c (C in Haskell),  Java JNI,  Rust bindgen

• Interop between languages that target JVM: 

- Java, Scala, Clojure, Kotlin

• Interop between .NET languages that target CIL: 

- C#, F#, VB, etc.



Type Soundness + Interoperability

• Matthews-Findler POPL'07:  Multi-language Semantics

• Give typing rules for boundary terms 

• Give type-directed operational semantics to boundary terms

• Prove type soundness of multi-language

Lang A e ::= . . . | τABτ

e

Lang B e ::= . . . | τBAτ

e

<latexit sha1_base64="BX+8AYE03ZJY/mvSUGeCdhZDlMQ="></latexit>
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Type Soundness + Interoperability

• Matthews-Findler POPL'07:  Multi-language Semantics

• Has been widely applied, e.g., for interop between: 

- simple & dependent types                                         
[Osera-Sjoberg-Zdancewic PLPV'12 ] 

- unrestricted & substructural types                               
[Tov-Pucella ESOP10,  Scherer et al. FOSSACS'18] 

- high-level functional language & assembly                
[Patterson et al. PLDI'17] 

- compiler source & target languages                             
[Ahmed-Blume ICFP'11, Perconti-Ahmed ESOP'14, New et al. ICFP'16] 

• But it's not how FFIs are implemented in practice!



Interoperability in Practice

Needed: Framework for design & verification of sound language 
interoperability that is connected to implementation 

Src code Src code

Compile

Target 

code

Target 

code

"glue code" 



Interoperability Soundness via 
Semantic Intermediate Representations



Recipe for Sound Language Interop.

Add 
boundary 
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Recipe for Sound Language Interop.

1.  Specify convertibility rules : 

2.  Implement target-level conversions for each pair of 
convertible types : as Cτ ‘æτ (·) / Cτ ‘æτ (·),
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1.  Specify convertibility rules : 

2.  Implement target-level conversions for each pair of 
convertible types : 

To prove soundness: 

3.  Define semantic IR:

    

     

Recipe for Sound Language Interop.

as Cτ ‘æτ (·) / Cτ ‘æτ (·),

175

176

step-index and a heap typing that

JgK = {e | . . .} JgK = {e | . . .}

logical relation: indexed by source types, inhabited by target terms

M
ertible, written gA ⇠ 3B. Those



RefLL Type 3 ::

Expr. :: Semantic IR 
(behave as mandated 

by source types)

entire IR



1.  Specify convertibility rules : 
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Case Studies

1.  Shared Memory Interoperability & Data Representation

- when is it safe to share mutable references across 
languages without copying or wrapping

2.  Unrestricted & Affine Languages:  MiniML & Affi

- safe mixing using runtime checks to ensure that affine 
resources are used at most once (but dynamic checks 
only when we don't have static assurance of affine use)

3.  Different Memory Management:  MiniML & L3

- safe interop between languages with garbage collected  
and manually managed memory with safe strong 
updates
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Case Study 

Unrestricted & Affine: MiniML & Affi



MiniML :  a polymorphic language with references

Typing:

Affi :  an affine language

Typing: 

Case Study: MiniML & Affi

g ::= unit | int | g ( g | !g | g&g | g ⌦ g

e ::= () | n | x | a | _a : g .e | e e | !e | let !x = e in e
0 |

he, e0i | e.1 | e.2 | (e, e) | let (a, a0) = e in e
0 | e e

v ::= () | _a : g .e | !e | he, e0i | (v, v0)

τ := unit | int | τ ◊ τ | τ + τ | τ æ τ | ’α.τ | α | ref τ

ns e := () | n | x | (e, e) | fst e | snd e | inl e | inr e | match e x{e} y{e} |

λx : τ.e | e e | Λα.e | e<τ> | ref e | !e | e := e | e e

boundaries

orm ∆; Γ „ e : τ w

ment Γ keeps tr

The static

Γ; Ω „ e : τ w150

and their typ

|

! : | LeMg

& ⌦ 3

a : e e e | LeM3
1 e 2 e e) | let



Case Study: MiniML & Affi

Target : untyped  calculus with references & fail λ
| | | | L M

LCVM

Expr e ::= () | n | ✓ | x | (e, e) | fst e | snd e | inl e | inr e

| if e {e} {e} | match e x{e} y{e} | let x = e in e

| _x{e} | e e | ref e | !e | e := e | fail c

Values v ::= () | n | ✓ | (v, v) | _x.e

Err c ::= T��� | C���



Affi Typing Rules
The static

Γ; Ω „ e : τ w150

and their typ
a : τ œ Ω

Γ; Ω „ a : τ

x : τ œ Γ

Γ; Ω „ x : τ

Γ; Ω, a : τ1 „ e : τ2

Γ; Ω „ λa : τ1.e : τ1 ( τ2

Γ; Ω1 „ e1 : τ1 ( τ2 Γ; Ω2 „ e2 : τ1

Γ; Ω1 ‡ Ω2 „ e1 e2 : τ2



Case Study 

Compilers: MiniML & Affi 



Compiler: MiniML

()  ()

Z  Z

x  x
+ +

{ } { } { } { }

_x : g .e  _x.e+

e1 e2  e1
+ e2

+

⇤U .e  __.e+

e<g>  e+ ()

ref e  ref e+

!e  !e+

e1 := e2  e1
+
:= e2

+

((e : g1 ( g2) (e : g1)) : g2  ⇠g2 7!g2
(e+ (⇠g1 7!g1

(e+))

Mostly identity, erases types: 

|

! : | LeMg
1 2

e  ⇠3 7!g (e
+)

thunk ������



Wraps affine resource in thunk w/ flag to ensure single use: 

Compiler: Affi

157

158

159

160

161

162

163

164

()  ()

x  x

a  a ()

_a : g .e  _a.e
+

e1 e2  e1
+ thunk(e2)

+

!e  e
+

let !x = e in e
0

 let x = e
+
in e

0+

he e
0i  ( _ e+ _ e0+)167

168

169

170

171

( ) ()

(e, e0)  (e+, e0+)

let (a, a0) = e in e
0

 let xfresh = e
+
in let a = thunk(fst xfresh) in

let a
0
= thunk(snd xfresh) in e

0+

((e : g1 ! g2 (e : g1)) : g2  ⇠g2 7!g2
(e+ ⇠g1 7!g1

(e+))

755

756

L M 7! ( ) L M 7! ( )

thunk(e) , let rfresh = ref ������ in __.{if !rfresh {fail C���} {rfresh := ����; e}} wher

& ⌦ 3

a : e e e | LeM3
1 e 2 e e) | let

 ⇠g 7!3 (e
+)

C��� : ����;

{ +}

e1
+ (let x = e2

+ in thunk(x))

v+



Case Study 

Convertibility: MiniML & Affi 



Convertibility

Cτ ‘æτ , Cτ ‘æτ : τ ≥ τ

Cunit‘æunit, Cunit ‘æunit : unit ≥ unit

Cτ1 ‘æτ1
, Cτ1 ‘æτ1

: τ1 ≥ τ1 Cτ2 ‘æτ2
, Cτ2 ‘æτ2

: τ2 ≥ τ2

Cτ1¢τ2 ‘æτ1◊τ2
, Cτ1◊τ2 ‘æτ1¢τ2

: τ1 ¢ τ2 ≥ τ1 ◊ τ2
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, Cτ1 ‘æτ1
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: τ2 ≥ τ2

Cτ1¢τ2 ‘æτ1◊τ2
, Cτ1◊τ2 ‘æτ1¢τ2

: τ1 ¢ τ2 ≥ τ1 ◊ τ2

Cunit ‘æunit(e) , e

Cunit‘æunit(e) , e

Cτ1¢τ2 ‘æτ1◊τ2
(e) , let x = e in (Cτ1 ‘æτ1

(fst x), Cτ1 ‘æτ1
(snd x))

Cτ1◊τ2 ‘æτ1¢τ2
(e) , let x = e in (Cτ1 ‘æτ1

(fst x), Cτ1 ‘æτ1
(snd x))

C (e) , let x = e in x C (x (C (x



Convertibility: functions

Cτ1 ‘æτ1
, Cτ1 ‘æτ1

: τ1 ≥ τ1 Cτ2 ‘æτ2
, Cτ2 ‘æτ2

: τ2 ≥ τ2

C
τ1(τ2 ‘æ(unitæτ1)æτ2

, C(unitæτ1)æτ2 ‘æτ1(τ2
: τ1 ( τ2 ≥ (unit æ τ1) æ τ2

804

805

806

7!( ! )! ( )

C(unit!g1)!g2 7!g1(g2
(e) , ( )

2 7!g2 ( )

2
(e) , let x = e in _xthnk .let xacc = thunk(C31 7!g1 (xthnk ())) in Cg2 7!32

(x xacc)

803

804

g1⇥g2 7!g1⌦g2 ( )

Cg1(g2 7!(unit!g1)!g2
(e) , let( g1 7! 1
( ) g2 7! 2

( ))

(e) , let x = e in _xthnk .let xconv = Cg1 7!31
(xthnk ())

in let xacc = thunk(xconv) in C32 7!g2 (x xacc)

(e) , let x = e in _x .let x = thunk(C (x ())) in C



Case Study 

Logical Relation: MiniML & Affi 



Logical Relation for MiniML & Affi

Step-indexed Kripke logical relation

World

VJgKd = {(W , v) | . . .}

J K

VJgK = {(W , v) | . . .}J K

, = (:, ,�)}

heap typing flag ref cells for affine resources

{✓ := b, . . .}

flag is b in current world

3><( )#3><(�)



Logical Relation for MiniML & Affi

Step-indexed Kripke logical relation

World

World extension

VJgKd = {(W , v) | . . .}

J K

VJgK = {(W , v) | . . .}J K

, = (:, ,�)}

heap typing flag ref cells for affine resources
{✓ := b, . . .}

3><( )#3><(�)

289

290
(:, ,�) v ( 9, 0

,�0) ,

future world

)

9  : ^

8✓ 2 dom( ).  0(✓) =9  (✓) ^

8✓ 2 dom(�).✓ 2 dom(�0) ^ (�(✓) = true =) �0(✓) = true)

( )^

( ) = ����)

����



Source Types as Sets of Target TermsK

VJintKd = {(W , n) | n 2 Z}

pairs is similar to how logical relations for pairs ar

K
J K

VJg1 ! g2Kd = {(W , _x.e) | 8v,W 0
.W @ W

0
^ (W 0

, v) 2 VJg1Kd
=) (W 0

e{ 7!v}) 2 E }

J K

VJ ! K {( ) | 8

=) (W 0
, e{G 7!v}) 2 EJg2Kd }

J K J K
J K

VJg1 ⇥ g2Kd = {(W , (v1, v2)) | (W , v1) 2 VJg1Kd ^ (W , v2) 2 VJg2Kd }

The relation on references is standard, relying on the heap typing to ensure the invariant,

J K

VJintK· = {(W , n) | n 2 Z}



Source Types as Sets of Target Terms

thunk(4, ✓) , __.if !✓ {fail} {✓ := true; e}



Source Types as Sets of Target Terms

VJ 1 ( 2K· {(W { }) | 8 W
0
W @ W

0
^ (W 0 ) 2 VJ 1K·

W
00
= (W 0

.:,W 0
. ,W

0
.A ] {✓ := false}) =) (W 00

, e{G 7!thunk(E, ✓)}) 2 EJg2K·}

The interpretation of the ! type requires that there be no a�ne variables, which we can enfor

VJg1 ( g2K· = {(W , _ G .4) | 8vW 0
.W @ W

0
^ (W 0

, v) 2 VJg1K·
W

00
= (W 0

W
0

W
0
A ] { := false}) =) (W 00

e{ 7!thunk

thunk(4, ✓) , __.if !✓ {fail} {✓ := true; e}



Source Types as Sets of Target Terms

VJ 1 ( 2K· {(W { }) | 8 W
0
W @ W

0
^ (W 0 ) 2 VJ 1K·

W
00
= (W 0

.:,W 0
. ,W

0
.A ] {✓ := false}) =) (W 00

, e{G 7!thunk(E, ✓)}) 2 EJg2K·}

The interpretation of the ! type requires that there be no a�ne variables, which we can enfor

VJg1 ( g2K· = {(W , _ G .4) | 8vW 0
.W @ W

0
^ (W 0

, v) 2 VJg1K·
W

00
= (W 0

W
0

W
0
A ] { := false}) =) (W 00

e{ 7!thunk

thunk(4, ✓) , __.if !✓ {fail} {✓ := true; e}

EJgKd = {(W , e) | 8H:W , 9 < W .: . hH, ei
9
! hH0

, e
0i 9

=) e
0
= fail _ (9W 0

.W v W
0 ^ H

0 : W 0 ^ (W 0
, e

0) 2 VJgKd )}

This relation is entirely standard – all of the interesting bits (capturing the semantics

1 1

e1 fail C���
⇤

E K {( ) | 8

=) e
0
= fail



Semantic Type Soundness: open LR

269

270 J�; � ` e : gK ⌘ 8K

JΓ;Ω ` e : gK ⌘ 8

=) (W , close
values substituted for affine variables must be

wrapped in a thunk w/ fresh flag ref cell set to false (unused) 



1.  Specify convertibility rules : 

2.  Implement target-level conversions for each pair of 
convertible types : 

To prove soundness: 

3.  Define semantic IR: 

4.  Prove conversion soundness              : 

           i.
           ii.

5.  Prove type soundness: 

                                 and  
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176

J K {
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e 2 =

176
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J K J K
J ⇠ K
e 2 JgK =) ⇠g 7!g (4) 2 JgK
e 2 JgK =) ⇠g 7!g (4) 2 JgK

; : then J�; � ` e : gK and
).

;Ω e : then J�;Ω ` e : gK.

inhabited by target terms



MiniML & Affi: Performant Interop.

• Sound interop. has runtime cost: all affine bindings have 
to be checked on use.

• An entirely Affi program would have same runtime 
checks even though type system statically guarantees 
they're redundant checks!

• In paper, we show how to do better: 

- Distinguish "dynamic" Affi functions (those passed to 
MiniML, written    , bind    ) and "static" (written     , 
bind    ); compile "static" var/fun/app without thunks

- Need more sophisticated semantic model to ensure 
"static" affine variables      never used more than once

e1 : 1 ( 3
933
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Semantic IRs 

The Way Ahead



1. Future Work: Real Language Interop

RustML

! !

WebAssembly



2. Open-World Soundness & Security

RefLL Type 3 ::

Expr. :: Semantic IR 
only allows linking

with contexts in             
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2. Open-World Soundness & Security

RefLL Type 3 ::

Expr. :: Semantic IR 
only allows linking

with contexts in             

what about linking with

contexts not in 

Secure compilation:  show that compiled programs equivalent in   

can be given protection wrappers that ensure equivalence when 

linked with arbitrary contexts in  



3. "Backends" for Semantic IRs

• Building semantic IRs is hard if the gap between source and 

target is large

• Will need to build mid-level semantic IRs that can be used to 

build higher-level semantic IRs

RustML

Wasm LLVM

RichWasm LL-CBPV

etc



Conclusion

RefLL Type 3 ::

Expr. ::
Semantic IR 

(behave as mandated 

by source types in

intended linking contexts)

Semantic IRs provide a foundation for designing and verifying 

sound (& secure) language interoperability



Questions?


