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Motivation and Main Result



Over- and Under- 
approximations in 
program analysis



What is the contribution about?

A logic to prove the absence  
as well as the presence of bugs 

or  

how seemingly opposite concepts may actually be 
complementary, interconnected, and interdependent
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An Axiomatic Bas is  for 
Computer Programming 

C. A. R . HOARE 
The  Queen's  Unive rs ity of Be lfas t,* Northe rn Ire land 

In this paper an attempt is made to explore the logical founda- 
tions of computer programming by use of techniques which 
were first applied in the study of geometry and have later 
been extended to other branches of mathematics. This in- 
volves the elucidation of sets of axioms and rules of inference 
which can be used in proofs of the properties of computer 
programs. Examples are given of such axioms and rules, and 
a formal proof of  a simple theorem is displayed. Finally, it is 
argued that important advantages, both theoretical and prac- 
tical, may follow f rom a pursuance of  these topics. 

KEY WORDS AND PHRASES: axiomatic method, theory of programming' 
proofs of programs, formal language definition, programming language 
design, machine-independent programming, program documentation 
CR CATEGORY: 4.0, 4.21,4.22, 5.20, 5.21,5.23, 5.24 

1. Intro duc tio n 

C o m p u te r  p ro g ra m m in g  is  a n  e xa c t s c ie nce  in  th a t  a ll 
th e  p ro p e rtie s  of a  p ro g ra m  a n d  a ll th e  cons e que nce s  of 
e xe c u tin g  it  in  a n y g ive n  e n viro n m e n t ca n, in  p rinc ip le ,  
be  fo u n d  o u t fro m  th e  te xt of th e  p ro g ra m  its e lf b y m e a n s  
of p u re ly d e d u c tive  re a s on ing . De d u c tive  re a s on ing  in- 
vo lve s  th e  a p p lic a tio n  o f va lid  ru le s  o f in fe re nce  to  s e ts  o f 
va lid  a xioms . It  is  th e re fo re  de s ira b le  a n d  in te re s tin g  to  
e lu c id a te  th e  a xioms  a n d  ru le s  of in fe re nce  wh ich  u n d e rlie  
o u r re a s on ing  a b o u t c o m p u te r p ro g ra m s .  Th e  e xa c t cho ice  
of a xioms  will to  s ome  e xte n t d e p e n d  o n  th e  cho ice  of 
p ro g ra m m in g  la ngua ge . F o r illu s tra tive  pu rpos e s ,  th is  
p a p e r is  confine d  to  a  ve ry s imple  la ngua ge , wh ich  is  e ffe c- 
tive ly a  s ubs e t o f a ll e u rre n t p ro c e d u re -o rie n te d  la ngua ge s .  

2. Co mpute r Arithme tic  
Th e  firs t re q u ire m e n t in  va lid  re a s on ing  a b o u t a  p ro - 

g ra m  is  to  kn o w th e  p ro p e rtie s  of th e  e le m e n ta ry o p e ra tio n s  
wh ich  it  invoke s ,  fo r e xa mple ,  a d d itio n  a n d  m u ltip lic a tio n  
of in te ge rs .  Un fo rtu n a te ly,  in  s e ve ra l re s pe c ts  c o m p u te r 
a rith m e tic  is  n o t th e  s a me  a s  th e  a rith m e tic  fa milia r to  
m a th e m a tic ia n s ,  a n d  it  is  n e c e s s a ry to  e xe rc is e  s ome  ca re  
in  s e le c ting  a n  a p p ro p ria te  s e t of a xioms . F o r e xa mple ,  th e  
a xioms  d is p la ye d  in  Ta b le  I a re  ra th e r a  s ma ll s e le c tion  
of a xioms  re le va n t to  in te ge rs .  F ro m  th is  in c o m p le te  s e t 

* De purtme nt of Compute r Science  

of a xioms  it is  pos s ib le  to  de duce  s uch  s imple  th e o re m s  a s : 

x =x +y X O  

y <r ~ r +y  X q = ( r-  y ) +y  X (1 + q )  

Th e  p ro o f of th e  s e cond  of th e s e  is : 

A5 ( r- - y )  + y X ( l+ q )  

= ( r- - y ) + ( y X l+y X q )  

A9 = ( r - -  y) + (y + y  X q) 

A3 = ( ( r- - y ) +y ) +y X q  

A6 = r + y X q p ro v id e d y  < r 

Th e  a xioms  A1 to  A9 a re , of cours e , tru e  o f th e  tra d i- 
tio n a l in fin ite  s e t of in te ge rs  in  m a th e m a tic s .  Ho we ve r,  
th e y a re  a ls o tru e  of th e  fin ite  s e ts  of "in te g e rs " wh ich  a re  
m a n ip u la te d  b y c o m p u te rs  p ro vid e d  th a t  th e y a re  con- 
fine d  to  nonnegative  n u m b e rs .  Th e ir  t ru th  is  in d e p e n d e n t 
o f th e  s ize  of th e  s e t; fu rth e rm o re ,  it is  la rge ly in d e p e n d e n t 
of th e  cho ice  o f te c h n iq u e  a pp lie d  in  th e  e ve n t o f "o ve r- 
flow"; fo r e xa mp le : 

(1 ) S tric t in te rp re ta tio n : th e  re s u lt of a n  ove rflowing  
o p e ra tio n  doe s  n o t e xis t; wh e n  ove rflow occurs , th e  o ffe nd- 
ing  p ro g ra m  n e ve r comple te s  its  o p e ra tio n .  No te  th a t  in  
th is  ca s e , th e  e qua litie s  of A1 to  A9 a re  s tric t,  in  th e  s e ns e  
th a t  b o th  s ide s  e xis t o r fa il to  e xis t to g e th e r.  

(2 ) F irm  b o u n d a ry:  th e  re s u lt of a n  ove rflowing  o p e ra - 
tio n  is  ta ke n  a s  th e  m a xim u m  va lu e  re p re s e n te d .  

(3 ) Mo d u lo  a rith m e tic : th e  re s u lt o f a n  ove rflowing  
o p e ra tio n  is  c o m p u te d  m o d u lo  th e  s ize  o f th e  s e t o f in te ge rs  
re p re s e n te d .  

Th e s e  th re e  te c h n iq u e s  a re  illu s tra te d  in  Ta b le  II b y 
a d d itio n  a n d  m u ltip lic a tio n  ta b le s  fo r a  trivia lly s ma ll 
mode l in  wh ich  0, 1, 2, a n d  3 a re  th e  o n ly in te ge rs  re p re - 
s e n te d .  

It  is  in te re s tin g  to  n o te  th a t  th e  d iffe re n t s ys te m s  s a tis fy- 
ing  a xioms  A1 to  A9 m a y b e  rigo rous ly d is tingu is he d  fro m  
e a c h  o th e r b y choos ing  a  p a rtic u la r one  o f a  s e t of m u tu a lly 
e xc lus ive  s u p p le m e n ta ry a xioms . F o r  e xa mple ,  in fin ite  
a rith m e tic  s a tis fie s  th e  a xio m : 

A10z ~ 3 x V y  (y < x ),  

wh e re  a ll fin ite  a rith m e tic s  s a tis fy: 

A10~ Vx (x < m a x) 

whe re  "m ax" d e n o te s  th e  la rge s t in te g e r re p re s e n te d .  
S imila rly,  th e  th re e  tre a tm e n ts  o f ove rflow m a y be  

d is tingu is he d  b y a  cho ice  o f one  o f th e  fo llowing  a Moms  
re la tin g  to  th e  va lu e  of m a x + 1: 

Alls  ~ 3 x  (x = m a x + 1) (s tric t in te rp re ta tio n ) 

All,  m a x + 1 = m a x (firm b o u n d a ry)  

AllM m a x + 1 = 0 (modu lo  a rith m e tic ) 

Ha vin g  s e le c te d  one  o f th e s e  a xioms , it  is  pos s ib le  to  
us e  it  in  d e d u c in g  th e  p ro p e rtie s  of p ro g ra m s ; h o we ve r,  
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C o m p u te r  p ro g ra m m in g  is  a n  e xa c t s c ie nce  in  th a t  a ll 
th e  p ro p e rtie s  of a  p ro g ra m  a n d  a ll th e  cons e que nce s  of 
e xe c u tin g  it  in  a n y g ive n  e n viro n m e n t ca n, in  p rinc ip le ,  
be  fo u n d  o u t fro m  th e  te xt of th e  p ro g ra m  its e lf b y m e a n s  
of p u re ly d e d u c tive  re a s on ing . De d u c tive  re a s on ing  in- 
vo lve s  th e  a p p lic a tio n  o f va lid  ru le s  o f in fe re nce  to  s e ts  o f 
va lid  a xioms . It  is  th e re fo re  de s ira b le  a n d  in te re s tin g  to  
e lu c id a te  th e  a xioms  a n d  ru le s  of in fe re nce  wh ich  u n d e rlie  
o u r re a s on ing  a b o u t c o m p u te r p ro g ra m s .  Th e  e xa c t cho ice  
of a xioms  will to  s ome  e xte n t d e p e n d  o n  th e  cho ice  of 
p ro g ra m m in g  la ngua ge . F o r illu s tra tive  pu rpos e s ,  th is  
p a p e r is  confine d  to  a  ve ry s imple  la ngua ge , wh ich  is  e ffe c- 
tive ly a  s ubs e t o f a ll e u rre n t p ro c e d u re -o rie n te d  la ngua ge s .  

2. Co mpute r Arithme tic  
Th e  firs t re q u ire m e n t in  va lid  re a s on ing  a b o u t a  p ro - 

g ra m  is  to  kn o w th e  p ro p e rtie s  of th e  e le m e n ta ry o p e ra tio n s  
wh ich  it  invoke s ,  fo r e xa mple ,  a d d itio n  a n d  m u ltip lic a tio n  
of in te ge rs .  Un fo rtu n a te ly,  in  s e ve ra l re s pe c ts  c o m p u te r 
a rith m e tic  is  n o t th e  s a me  a s  th e  a rith m e tic  fa milia r to  
m a th e m a tic ia n s ,  a n d  it  is  n e c e s s a ry to  e xe rc is e  s ome  ca re  
in  s e le c ting  a n  a p p ro p ria te  s e t of a xioms . F o r e xa mple ,  th e  
a xioms  d is p la ye d  in  Ta b le  I a re  ra th e r a  s ma ll s e le c tion  
of a xioms  re le va n t to  in te ge rs .  F ro m  th is  in c o m p le te  s e t 

* De purtme nt of Compute r Science  

of a xioms  it is  pos s ib le  to  de duce  s uch  s imple  th e o re m s  a s : 

x =x +y X O  

y <r ~ r +y  X q = ( r-  y ) +y  X (1 + q )  

Th e  p ro o f of th e  s e cond  of th e s e  is : 

A5 ( r- - y )  + y X ( l+ q )  

= ( r- - y ) + ( y X l+y X q )  

A9 = ( r - -  y) + (y + y  X q) 

A3 = ( ( r- - y ) +y ) +y X q  

A6 = r + y X q p ro v id e d y  < r 

Th e  a xioms  A1 to  A9 a re , of cours e , tru e  o f th e  tra d i- 
tio n a l in fin ite  s e t of in te ge rs  in  m a th e m a tic s .  Ho we ve r,  
th e y a re  a ls o tru e  of th e  fin ite  s e ts  of "in te g e rs " wh ich  a re  
m a n ip u la te d  b y c o m p u te rs  p ro vid e d  th a t  th e y a re  con- 
fine d  to  nonnegative  n u m b e rs .  Th e ir  t ru th  is  in d e p e n d e n t 
o f th e  s ize  of th e  s e t; fu rth e rm o re ,  it is  la rge ly in d e p e n d e n t 
of th e  cho ice  o f te c h n iq u e  a pp lie d  in  th e  e ve n t o f "o ve r- 
flow"; fo r e xa mp le : 

(1 ) S tric t in te rp re ta tio n : th e  re s u lt of a n  ove rflowing  
o p e ra tio n  doe s  n o t e xis t; wh e n  ove rflow occurs , th e  o ffe nd- 
ing  p ro g ra m  n e ve r comple te s  its  o p e ra tio n .  No te  th a t  in  
th is  ca s e , th e  e qua litie s  of A1 to  A9 a re  s tric t,  in  th e  s e ns e  
th a t  b o th  s ide s  e xis t o r fa il to  e xis t to g e th e r.  

(2 ) F irm  b o u n d a ry:  th e  re s u lt of a n  ove rflowing  o p e ra - 
tio n  is  ta ke n  a s  th e  m a xim u m  va lu e  re p re s e n te d .  

(3 ) Mo d u lo  a rith m e tic : th e  re s u lt o f a n  ove rflowing  
o p e ra tio n  is  c o m p u te d  m o d u lo  th e  s ize  o f th e  s e t o f in te ge rs  
re p re s e n te d .  

Th e s e  th re e  te c h n iq u e s  a re  illu s tra te d  in  Ta b le  II b y 
a d d itio n  a n d  m u ltip lic a tio n  ta b le s  fo r a  trivia lly s ma ll 
mode l in  wh ich  0, 1, 2, a n d  3 a re  th e  o n ly in te ge rs  re p re - 
s e n te d .  

It  is  in te re s tin g  to  n o te  th a t  th e  d iffe re n t s ys te m s  s a tis fy- 
ing  a xioms  A1 to  A9 m a y b e  rigo rous ly d is tingu is he d  fro m  
e a c h  o th e r b y choos ing  a  p a rtic u la r one  o f a  s e t of m u tu a lly 
e xc lus ive  s u p p le m e n ta ry a xioms . F o r  e xa mple ,  in fin ite  
a rith m e tic  s a tis fie s  th e  a xio m : 

A10z ~ 3 x V y  (y < x ),  

wh e re  a ll fin ite  a rith m e tic s  s a tis fy: 

A10~ Vx (x < m a x) 

whe re  "m ax" d e n o te s  th e  la rge s t in te g e r re p re s e n te d .  
S imila rly,  th e  th re e  tre a tm e n ts  o f ove rflow m a y be  

d is tingu is he d  b y a  cho ice  o f one  o f th e  fo llowing  a Moms  
re la tin g  to  th e  va lu e  of m a x + 1: 

Alls  ~ 3 x  (x = m a x + 1) (s tric t in te rp re ta tio n ) 

All,  m a x + 1 = m a x (firm b o u n d a ry)  

AllM m a x + 1 = 0 (modu lo  a rith m e tic ) 

Ha vin g  s e le c te d  one  o f th e s e  a xioms , it  is  pos s ib le  to  
us e  it  in  d e d u c in g  th e  p ro p e rtie s  of p ro g ra m s ; h o we ve r,  
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be  fo u n d  o u t fro m  th e  te xt of th e  p ro g ra m  its e lf b y m e a n s  
of p u re ly d e d u c tive  re a s on ing . De d u c tive  re a s on ing  in- 
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wh ich  it  invoke s ,  fo r e xa mple ,  a d d itio n  a n d  m u ltip lic a tio n  
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x =x +y X O  

y <r ~ r +y  X q = ( r-  y ) +y  X (1 + q )  

Th e  p ro o f of th e  s e cond  of th e s e  is : 
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tio n a l in fin ite  s e t of in te ge rs  in  m a th e m a tic s .  Ho we ve r,  
th e y a re  a ls o tru e  of th e  fin ite  s e ts  of "in te g e rs " wh ich  a re  
m a n ip u la te d  b y c o m p u te rs  p ro vid e d  th a t  th e y a re  con- 
fine d  to  nonnegative  n u m b e rs .  Th e ir  t ru th  is  in d e p e n d e n t 
o f th e  s ize  of th e  s e t; fu rth e rm o re ,  it is  la rge ly in d e p e n d e n t 
of th e  cho ice  o f te c h n iq u e  a pp lie d  in  th e  e ve n t o f "o ve r- 
flow"; fo r e xa mp le : 

(1 ) S tric t in te rp re ta tio n : th e  re s u lt of a n  ove rflowing  
o p e ra tio n  doe s  n o t e xis t; wh e n  ove rflow occurs , th e  o ffe nd- 
ing  p ro g ra m  n e ve r comple te s  its  o p e ra tio n .  No te  th a t  in  
th is  ca s e , th e  e qua litie s  of A1 to  A9 a re  s tric t,  in  th e  s e ns e  
th a t  b o th  s ide s  e xis t o r fa il to  e xis t to g e th e r.  

(2 ) F irm  b o u n d a ry:  th e  re s u lt of a n  ove rflowing  o p e ra - 
tio n  is  ta ke n  a s  th e  m a xim u m  va lu e  re p re s e n te d .  

(3 ) Mo d u lo  a rith m e tic : th e  re s u lt o f a n  ove rflowing  
o p e ra tio n  is  c o m p u te d  m o d u lo  th e  s ize  o f th e  s e t o f in te ge rs  
re p re s e n te d .  

Th e s e  th re e  te c h n iq u e s  a re  illu s tra te d  in  Ta b le  II b y 
a d d itio n  a n d  m u ltip lic a tio n  ta b le s  fo r a  trivia lly s ma ll 
mode l in  wh ich  0, 1, 2, a n d  3 a re  th e  o n ly in te ge rs  re p re - 
s e n te d .  

It  is  in te re s tin g  to  n o te  th a t  th e  d iffe re n t s ys te m s  s a tis fy- 
ing  a xioms  A1 to  A9 m a y b e  rigo rous ly d is tingu is he d  fro m  
e a c h  o th e r b y choos ing  a  p a rtic u la r one  o f a  s e t of m u tu a lly 
e xc lus ive  s u p p le m e n ta ry a xioms . F o r  e xa mple ,  in fin ite  
a rith m e tic  s a tis fie s  th e  a xio m : 

A10z ~ 3 x V y  (y < x ),  

wh e re  a ll fin ite  a rith m e tic s  s a tis fy: 

A10~ Vx (x < m a x) 

whe re  "m ax" d e n o te s  th e  la rge s t in te g e r re p re s e n te d .  
S imila rly,  th e  th re e  tre a tm e n ts  o f ove rflow m a y be  

d is tingu is he d  b y a  cho ice  o f one  o f th e  fo llowing  a Moms  
re la tin g  to  th e  va lu e  of m a x + 1: 

Alls  ~ 3 x  (x = m a x + 1) (s tric t in te rp re ta tio n ) 

All,  m a x + 1 = m a x (firm b o u n d a ry)  

AllM m a x + 1 = 0 (modu lo  a rith m e tic ) 

Ha vin g  s e le c te d  one  o f th e s e  a xioms , it  is  pos s ib le  to  
us e  it  in  d e d u c in g  th e  p ro p e rtie s  of p ro g ra m s ; h o we ve r,  
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Program correctness and incorrectness are two sides of the same coin. As a programmer, even if you would
like to have correctness, you might !nd yourself spending most of your time reasoning about incorrectness.
This includes informal reasoning that people do while looking at or thinking about their code, as well as that
supported by automated testing and static analysis tools. This paper describes a simple logic for program
incorrectness which is, in a sense, the other side of the coin to Hoare’s logic of correctness.
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1 INTRODUCTION

When reasoning informally about a program, people make abstract inferences about what might
go wrong, as well as about what must go right. A programmer might ask “will the program crash
if we give it a large string?”, without saying which large string. In this paper we investigate the
hypothesis that reasoning about the presence of bugs can be underpinned by sound techniques
in a principled logical system, just as reasoning about correctness (absence of bugs) has been
demonstrated to have sound logical principles in an extensive research literature. We also consider
the relationship of the principles to automated reasoning tools for !nding bugs in software.

We explore our hypothesis by de!ning incorrectness logic, a formalism that is similar to Hoare’s
logic of program correctness [Hoare 1969], except that it is oriented to proving incorrectness rather
than correctness. Hoare’s theory is based on speci!cations of the form

{pre-condition}code{post-condition}

which say that the post-condition over-approximates (describes a superset of) the states reachable
upon termination when the code is executed starting from states satisfying the pre-condition (the
so-called strongest post). Conversely, we use a speci!cation form

[presumption]code[result]

which says that the post-assertion result be an under-approximation (subset) of the !nal states that
can be reached starting from states satisfying the presumption.

The under-approximate triples were studied (with a di"erent but equivalent de!nition) previously
by de Vries and Koutavas [2011] in their reverse Hoare logic, which they used to specify randomized
algorithms. Incorrectness logic adds post-assertions for errors as well as for normal termination, and
these assertions describe erroneous states that can be reached by actual program executions. Dijkstra
[1976] famously remarked that “testing can be quite e"ective for showing the presence of bugs, but
is hopelessly inadequate for showing their absence,” and he made this remark while arguing for the
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In this paper an attempt is made to explore the logical founda- 
tions of computer programming by use of techniques which 
were first applied in the study of geometry and have later 
been extended to other branches of mathematics. This in- 
volves the elucidation of sets of axioms and rules of inference 
which can be used in proofs of the properties of computer 
programs. Examples are given of such axioms and rules, and 
a formal proof of  a simple theorem is displayed. Finally, it is 
argued that important advantages, both theoretical and prac- 
tical, may follow f rom a pursuance of  these topics. 
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1. Intro duc tio n 

C o m p u te r  p ro g ra m m in g  is  a n  e xa c t s c ie nce  in  th a t  a ll 
th e  p ro p e rtie s  of a  p ro g ra m  a n d  a ll th e  cons e que nce s  of 
e xe c u tin g  it  in  a n y g ive n  e n viro n m e n t ca n, in  p rinc ip le ,  
be  fo u n d  o u t fro m  th e  te xt of th e  p ro g ra m  its e lf b y m e a n s  
of p u re ly d e d u c tive  re a s on ing . De d u c tive  re a s on ing  in- 
vo lve s  th e  a p p lic a tio n  o f va lid  ru le s  o f in fe re nce  to  s e ts  o f 
va lid  a xioms . It  is  th e re fo re  de s ira b le  a n d  in te re s tin g  to  
e lu c id a te  th e  a xioms  a n d  ru le s  of in fe re nce  wh ich  u n d e rlie  
o u r re a s on ing  a b o u t c o m p u te r p ro g ra m s .  Th e  e xa c t cho ice  
of a xioms  will to  s ome  e xte n t d e p e n d  o n  th e  cho ice  of 
p ro g ra m m in g  la ngua ge . F o r illu s tra tive  pu rpos e s ,  th is  
p a p e r is  confine d  to  a  ve ry s imple  la ngua ge , wh ich  is  e ffe c- 
tive ly a  s ubs e t o f a ll e u rre n t p ro c e d u re -o rie n te d  la ngua ge s .  

2. Co mpute r Arithme tic  
Th e  firs t re q u ire m e n t in  va lid  re a s on ing  a b o u t a  p ro - 

g ra m  is  to  kn o w th e  p ro p e rtie s  of th e  e le m e n ta ry o p e ra tio n s  
wh ich  it  invoke s ,  fo r e xa mple ,  a d d itio n  a n d  m u ltip lic a tio n  
of in te ge rs .  Un fo rtu n a te ly,  in  s e ve ra l re s pe c ts  c o m p u te r 
a rith m e tic  is  n o t th e  s a me  a s  th e  a rith m e tic  fa milia r to  
m a th e m a tic ia n s ,  a n d  it  is  n e c e s s a ry to  e xe rc is e  s ome  ca re  
in  s e le c ting  a n  a p p ro p ria te  s e t of a xioms . F o r e xa mple ,  th e  
a xioms  d is p la ye d  in  Ta b le  I a re  ra th e r a  s ma ll s e le c tion  
of a xioms  re le va n t to  in te ge rs .  F ro m  th is  in c o m p le te  s e t 
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of a xioms  it is  pos s ib le  to  de duce  s uch  s imple  th e o re m s  a s : 

x =x +y X O  

y <r ~ r +y  X q = ( r-  y ) +y  X (1 + q )  

Th e  p ro o f of th e  s e cond  of th e s e  is : 

A5 ( r- - y )  + y X ( l+ q )  

= ( r- - y ) + ( y X l+y X q )  

A9 = ( r - -  y) + (y + y  X q) 

A3 = ( ( r- - y ) +y ) +y X q  

A6 = r + y X q p ro v id e d y  < r 

Th e  a xioms  A1 to  A9 a re , of cours e , tru e  o f th e  tra d i- 
tio n a l in fin ite  s e t of in te ge rs  in  m a th e m a tic s .  Ho we ve r,  
th e y a re  a ls o tru e  of th e  fin ite  s e ts  of "in te g e rs " wh ich  a re  
m a n ip u la te d  b y c o m p u te rs  p ro vid e d  th a t  th e y a re  con- 
fine d  to  nonnegative  n u m b e rs .  Th e ir  t ru th  is  in d e p e n d e n t 
o f th e  s ize  of th e  s e t; fu rth e rm o re ,  it is  la rge ly in d e p e n d e n t 
of th e  cho ice  o f te c h n iq u e  a pp lie d  in  th e  e ve n t o f "o ve r- 
flow"; fo r e xa mp le : 

(1 ) S tric t in te rp re ta tio n : th e  re s u lt of a n  ove rflowing  
o p e ra tio n  doe s  n o t e xis t; wh e n  ove rflow occurs , th e  o ffe nd- 
ing  p ro g ra m  n e ve r comple te s  its  o p e ra tio n .  No te  th a t  in  
th is  ca s e , th e  e qua litie s  of A1 to  A9 a re  s tric t,  in  th e  s e ns e  
th a t  b o th  s ide s  e xis t o r fa il to  e xis t to g e th e r.  

(2 ) F irm  b o u n d a ry:  th e  re s u lt of a n  ove rflowing  o p e ra - 
tio n  is  ta ke n  a s  th e  m a xim u m  va lu e  re p re s e n te d .  

(3 ) Mo d u lo  a rith m e tic : th e  re s u lt o f a n  ove rflowing  
o p e ra tio n  is  c o m p u te d  m o d u lo  th e  s ize  o f th e  s e t o f in te ge rs  
re p re s e n te d .  

Th e s e  th re e  te c h n iq u e s  a re  illu s tra te d  in  Ta b le  II b y 
a d d itio n  a n d  m u ltip lic a tio n  ta b le s  fo r a  trivia lly s ma ll 
mode l in  wh ich  0, 1, 2, a n d  3 a re  th e  o n ly in te ge rs  re p re - 
s e n te d .  

It  is  in te re s tin g  to  n o te  th a t  th e  d iffe re n t s ys te m s  s a tis fy- 
ing  a xioms  A1 to  A9 m a y b e  rigo rous ly d is tingu is he d  fro m  
e a c h  o th e r b y choos ing  a  p a rtic u la r one  o f a  s e t of m u tu a lly 
e xc lus ive  s u p p le m e n ta ry a xioms . F o r  e xa mple ,  in fin ite  
a rith m e tic  s a tis fie s  th e  a xio m : 

A10z ~ 3 x V y  (y < x ),  

wh e re  a ll fin ite  a rith m e tic s  s a tis fy: 

A10~ Vx (x < m a x) 

whe re  "m ax" d e n o te s  th e  la rge s t in te g e r re p re s e n te d .  
S imila rly,  th e  th re e  tre a tm e n ts  o f ove rflow m a y be  

d is tingu is he d  b y a  cho ice  o f one  o f th e  fo llowing  a Moms  
re la tin g  to  th e  va lu e  of m a x + 1: 

Alls  ~ 3 x  (x = m a x + 1) (s tric t in te rp re ta tio n ) 

All,  m a x + 1 = m a x (firm b o u n d a ry)  

AllM m a x + 1 = 0 (modu lo  a rith m e tic ) 

Ha vin g  s e le c te d  one  o f th e s e  a xioms , it  is  pos s ib le  to  
us e  it  in  d e d u c in g  th e  p ro p e rtie s  of p ro g ra m s ; h o we ve r,  
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Program correctness and incorrectness are two sides of the same coin. As a programmer, even if you would
like to have correctness, you might !nd yourself spending most of your time reasoning about incorrectness.
This includes informal reasoning that people do while looking at or thinking about their code, as well as that
supported by automated testing and static analysis tools. This paper describes a simple logic for program
incorrectness which is, in a sense, the other side of the coin to Hoare’s logic of correctness.
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1 INTRODUCTION

When reasoning informally about a program, people make abstract inferences about what might
go wrong, as well as about what must go right. A programmer might ask “will the program crash
if we give it a large string?”, without saying which large string. In this paper we investigate the
hypothesis that reasoning about the presence of bugs can be underpinned by sound techniques
in a principled logical system, just as reasoning about correctness (absence of bugs) has been
demonstrated to have sound logical principles in an extensive research literature. We also consider
the relationship of the principles to automated reasoning tools for !nding bugs in software.

We explore our hypothesis by de!ning incorrectness logic, a formalism that is similar to Hoare’s
logic of program correctness [Hoare 1969], except that it is oriented to proving incorrectness rather
than correctness. Hoare’s theory is based on speci!cations of the form

{pre-condition}code{post-condition}

which say that the post-condition over-approximates (describes a superset of) the states reachable
upon termination when the code is executed starting from states satisfying the pre-condition (the
so-called strongest post). Conversely, we use a speci!cation form

[presumption]code[result]

which says that the post-assertion result be an under-approximation (subset) of the !nal states that
can be reached starting from states satisfying the presumption.

The under-approximate triples were studied (with a di"erent but equivalent de!nition) previously
by de Vries and Koutavas [2011] in their reverse Hoare logic, which they used to specify randomized
algorithms. Incorrectness logic adds post-assertions for errors as well as for normal termination, and
these assertions describe erroneous states that can be reached by actual program executions. Dijkstra
[1976] famously remarked that “testing can be quite e"ective for showing the presence of bugs, but
is hopelessly inadequate for showing their absence,” and he made this remark while arguing for the
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In this paper an attempt is made to explore the logical founda- 
tions of computer programming by use of techniques which 
were first applied in the study of geometry and have later 
been extended to other branches of mathematics. This in- 
volves the elucidation of sets of axioms and rules of inference 
which can be used in proofs of the properties of computer 
programs. Examples are given of such axioms and rules, and 
a formal proof of  a simple theorem is displayed. Finally, it is 
argued that important advantages, both theoretical and prac- 
tical, may follow f rom a pursuance of  these topics. 
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1. Intro duc tio n 

C o m p u te r  p ro g ra m m in g  is  a n  e xa c t s c ie nce  in  th a t  a ll 
th e  p ro p e rtie s  of a  p ro g ra m  a n d  a ll th e  cons e que nce s  of 
e xe c u tin g  it  in  a n y g ive n  e n viro n m e n t ca n, in  p rinc ip le ,  
be  fo u n d  o u t fro m  th e  te xt of th e  p ro g ra m  its e lf b y m e a n s  
of p u re ly d e d u c tive  re a s on ing . De d u c tive  re a s on ing  in- 
vo lve s  th e  a p p lic a tio n  o f va lid  ru le s  o f in fe re nce  to  s e ts  o f 
va lid  a xioms . It  is  th e re fo re  de s ira b le  a n d  in te re s tin g  to  
e lu c id a te  th e  a xioms  a n d  ru le s  of in fe re nce  wh ich  u n d e rlie  
o u r re a s on ing  a b o u t c o m p u te r p ro g ra m s .  Th e  e xa c t cho ice  
of a xioms  will to  s ome  e xte n t d e p e n d  o n  th e  cho ice  of 
p ro g ra m m in g  la ngua ge . F o r illu s tra tive  pu rpos e s ,  th is  
p a p e r is  confine d  to  a  ve ry s imple  la ngua ge , wh ich  is  e ffe c- 
tive ly a  s ubs e t o f a ll e u rre n t p ro c e d u re -o rie n te d  la ngua ge s .  

2. Co mpute r Arithme tic  
Th e  firs t re q u ire m e n t in  va lid  re a s on ing  a b o u t a  p ro - 

g ra m  is  to  kn o w th e  p ro p e rtie s  of th e  e le m e n ta ry o p e ra tio n s  
wh ich  it  invoke s ,  fo r e xa mple ,  a d d itio n  a n d  m u ltip lic a tio n  
of in te ge rs .  Un fo rtu n a te ly,  in  s e ve ra l re s pe c ts  c o m p u te r 
a rith m e tic  is  n o t th e  s a me  a s  th e  a rith m e tic  fa milia r to  
m a th e m a tic ia n s ,  a n d  it  is  n e c e s s a ry to  e xe rc is e  s ome  ca re  
in  s e le c ting  a n  a p p ro p ria te  s e t of a xioms . F o r e xa mple ,  th e  
a xioms  d is p la ye d  in  Ta b le  I a re  ra th e r a  s ma ll s e le c tion  
of a xioms  re le va n t to  in te ge rs .  F ro m  th is  in c o m p le te  s e t 
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of a xioms  it is  pos s ib le  to  de duce  s uch  s imple  th e o re m s  a s : 

x =x +y X O  

y <r ~ r +y  X q = ( r-  y ) +y  X (1 + q )  

Th e  p ro o f of th e  s e cond  of th e s e  is : 

A5 ( r- - y )  + y X ( l+ q )  

= ( r- - y ) + ( y X l+y X q )  

A9 = ( r - -  y) + (y + y  X q) 

A3 = ( ( r- - y ) +y ) +y X q  

A6 = r + y X q p ro v id e d y  < r 

Th e  a xioms  A1 to  A9 a re , of cours e , tru e  o f th e  tra d i- 
tio n a l in fin ite  s e t of in te ge rs  in  m a th e m a tic s .  Ho we ve r,  
th e y a re  a ls o tru e  of th e  fin ite  s e ts  of "in te g e rs " wh ich  a re  
m a n ip u la te d  b y c o m p u te rs  p ro vid e d  th a t  th e y a re  con- 
fine d  to  nonnegative  n u m b e rs .  Th e ir  t ru th  is  in d e p e n d e n t 
o f th e  s ize  of th e  s e t; fu rth e rm o re ,  it is  la rge ly in d e p e n d e n t 
of th e  cho ice  o f te c h n iq u e  a pp lie d  in  th e  e ve n t o f "o ve r- 
flow"; fo r e xa mp le : 

(1 ) S tric t in te rp re ta tio n : th e  re s u lt of a n  ove rflowing  
o p e ra tio n  doe s  n o t e xis t; wh e n  ove rflow occurs , th e  o ffe nd- 
ing  p ro g ra m  n e ve r comple te s  its  o p e ra tio n .  No te  th a t  in  
th is  ca s e , th e  e qua litie s  of A1 to  A9 a re  s tric t,  in  th e  s e ns e  
th a t  b o th  s ide s  e xis t o r fa il to  e xis t to g e th e r.  

(2 ) F irm  b o u n d a ry:  th e  re s u lt of a n  ove rflowing  o p e ra - 
tio n  is  ta ke n  a s  th e  m a xim u m  va lu e  re p re s e n te d .  

(3 ) Mo d u lo  a rith m e tic : th e  re s u lt o f a n  ove rflowing  
o p e ra tio n  is  c o m p u te d  m o d u lo  th e  s ize  o f th e  s e t o f in te ge rs  
re p re s e n te d .  

Th e s e  th re e  te c h n iq u e s  a re  illu s tra te d  in  Ta b le  II b y 
a d d itio n  a n d  m u ltip lic a tio n  ta b le s  fo r a  trivia lly s ma ll 
mode l in  wh ich  0, 1, 2, a n d  3 a re  th e  o n ly in te ge rs  re p re - 
s e n te d .  

It  is  in te re s tin g  to  n o te  th a t  th e  d iffe re n t s ys te m s  s a tis fy- 
ing  a xioms  A1 to  A9 m a y b e  rigo rous ly d is tingu is he d  fro m  
e a c h  o th e r b y choos ing  a  p a rtic u la r one  o f a  s e t of m u tu a lly 
e xc lus ive  s u p p le m e n ta ry a xioms . F o r  e xa mple ,  in fin ite  
a rith m e tic  s a tis fie s  th e  a xio m : 

A10z ~ 3 x V y  (y < x ),  

wh e re  a ll fin ite  a rith m e tic s  s a tis fy: 

A10~ Vx (x < m a x) 

whe re  "m ax" d e n o te s  th e  la rge s t in te g e r re p re s e n te d .  
S imila rly,  th e  th re e  tre a tm e n ts  o f ove rflow m a y be  

d is tingu is he d  b y a  cho ice  o f one  o f th e  fo llowing  a Moms  
re la tin g  to  th e  va lu e  of m a x + 1: 

Alls  ~ 3 x  (x = m a x + 1) (s tric t in te rp re ta tio n ) 

All,  m a x + 1 = m a x (firm b o u n d a ry)  

AllM m a x + 1 = 0 (modu lo  a rith m e tic ) 

Ha vin g  s e le c te d  one  o f th e s e  a xioms , it  is  pos s ib le  to  
us e  it  in  d e d u c in g  th e  p ro p e rtie s  of p ro g ra m s ; h o we ve r,  
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Incorrectness Logic

PETER W. O’HEARN, Facebook and University College London, UK

Program correctness and incorrectness are two sides of the same coin. As a programmer, even if you would
like to have correctness, you might !nd yourself spending most of your time reasoning about incorrectness.
This includes informal reasoning that people do while looking at or thinking about their code, as well as that
supported by automated testing and static analysis tools. This paper describes a simple logic for program
incorrectness which is, in a sense, the other side of the coin to Hoare’s logic of correctness.

CCS Concepts: • Theory of computation→ Programming logic.

Additional Key Words and Phrases: Proofs, Bugs, Static Analysis
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1 INTRODUCTION

When reasoning informally about a program, people make abstract inferences about what might
go wrong, as well as about what must go right. A programmer might ask “will the program crash
if we give it a large string?”, without saying which large string. In this paper we investigate the
hypothesis that reasoning about the presence of bugs can be underpinned by sound techniques
in a principled logical system, just as reasoning about correctness (absence of bugs) has been
demonstrated to have sound logical principles in an extensive research literature. We also consider
the relationship of the principles to automated reasoning tools for !nding bugs in software.

We explore our hypothesis by de!ning incorrectness logic, a formalism that is similar to Hoare’s
logic of program correctness [Hoare 1969], except that it is oriented to proving incorrectness rather
than correctness. Hoare’s theory is based on speci!cations of the form

{pre-condition}code{post-condition}

which say that the post-condition over-approximates (describes a superset of) the states reachable
upon termination when the code is executed starting from states satisfying the pre-condition (the
so-called strongest post). Conversely, we use a speci!cation form

[presumption]code[result]

which says that the post-assertion result be an under-approximation (subset) of the !nal states that
can be reached starting from states satisfying the presumption.

The under-approximate triples were studied (with a di"erent but equivalent de!nition) previously
by de Vries and Koutavas [2011] in their reverse Hoare logic, which they used to specify randomized
algorithms. Incorrectness logic adds post-assertions for errors as well as for normal termination, and
these assertions describe erroneous states that can be reached by actual program executions. Dijkstra
[1976] famously remarked that “testing can be quite e"ective for showing the presence of bugs, but
is hopelessly inadequate for showing their absence,” and he made this remark while arguing for the
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ABSTRACT INTERPRETATION : ‘A UNIFIED LATTICE MODEL FOR STATIC ANALYSIS

OF PROGRAMS BY CONSTRUCTION OR APPROXIMATION OF FIXPOINTS

Patrick Cousot*and Radhia Cousot**

Laboratoire d’Informatique, U.S.M.G., BP. 53
38041 Grenoble cedex, France

1. Introduction

A program denotes computations in some universe of
objects. Abstract interpretation of programs con–
sists in using that denotation to describe compu–
tations in another universe of abstract objects,
so that the results of abstract execution give
some information on the actual computations. An
intuitive example (which we borrow from Sintzoff
172]) is the rule of signs. The text ‘1515* 17
may be understood to denote computations on the
abstract universe {(+), (-), (~)} where the se-
mantics of arithmetic operators is defined by the
rule of signs. The abstract execution -1515* 17
=> -(+) * (+) e> (–) * (+) => (–), proves that

–1515 * 17 is a negative number. Abstract interpre–
tation is concerned by a particular underlying
structure of the usual universe of computations
(the sign, in our example). It gives a summary of
some facets of the actual executions of a program.
In general this summary is simple to obtain but
inaccurate (e.g. –1515+17 => –(+)+(+) ‘>
(-)+(+) => (f)). Despite its fundamentally in-
complete results abstract interpretation allows
the programmer or the compiler to answer ques–
tions which,do not need full knowled~e of program
executions or which tolerate an imprecise answer,
(e.g. partial correctness proofs of programs ignO-
ring the termination problems, type checking, pro-
gram optimizations which are not carried in the
absence of certainty about their feasibility, . . .).

2. &unmary

Section 3 describes the syntax and mathematical
semantics of a simple flowchart language, Scott
and Strachey[71]. This mathematical semantics is
used in section 4 to built a more abstract model of
the semantics of programs, in that it ignores the
sequencing of control flow. This model is taken to
be the most concrete of the abstract interpretatiOns
of programs. Section 5 gives the formal definition
of the abstract interpretations of a program.

*

**
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Abstract program properties are modeled by a com–
plete semilattice, Birkhoff[611. Elementary Pro-
gram constructs are locally interpreted by order
preserving functions which are used to associate
a system of recursive equations with a program. The
program global properties are then defined as one
of the extreme fixpoints of that system, Tarski [55].
The abstraction process is defined in section 6. It
is shown that the program properties obtained by
an abstract interpretation of a program are consis–
tent with those obtained by a more refined inter–
pretation of that program. In particular, an ab–
stract interpretation may be shown to be consistent
with the formal semantics of the language. Levels
of abstraction are formalized by showing that con-
sistent abstract interpretations form a lattice
(section 7). Section 8 gives a constructive defi–
nition of abstract properties of programs based on
constructive definitions of fixpoints. It shows
that various classical algorithms such as Kildall
[731, Wegbreit[751 compute program properties as
limits of finite Kleene[52]’s sequences. Section
9 introduces finite fixpoint approximation methods
to be used when Kleene’ssequences are infinite,
Cousot[761. They are shown to be consistent with
the abstraction process. Practical examples illus–
trate the various sections. The conclusion points
out that abstract interpretation of programs is a
unified approach to apparently unrelated program
analysis techniques.

3’. Syntax and Semantics of programs

We will use finite flowcharts as a language inde–
pendent representation of progrems.

3.1 Syntax of a Progrwn

A program is built from a set “Nodes”. Each node
has successor and predecessor nodes :

n–succ, n–pred : Nodes+ 2Nodesl (men-succ(n))

<=>(ne n-pred(m))

Hereafter, we note ISl the cardinality of a set S.
~Jhen ]Sl = 1 so that S = {~we sometimes use S to
denote x.

The node subsets “Entries”’, “Assignments’!, “Tests”,
“Junctions” and “Exits” partition the set Nodes.

– An entry node (n c Entries) has no predecess...
and one successor, ((n-nred(n) = @)”and “-’-
(In-succ(n)l = l)).
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objects. Abstract interpretation of programs con–
sists in using that denotation to describe compu–
tations in another universe of abstract objects,
so that the results of abstract execution give
some information on the actual computations. An
intuitive example (which we borrow from Sintzoff
172]) is the rule of signs. The text ‘1515* 17
may be understood to denote computations on the
abstract universe {(+), (-), (~)} where the se-
mantics of arithmetic operators is defined by the
rule of signs. The abstract execution -1515* 17
=> -(+) * (+) e> (–) * (+) => (–), proves that

–1515 * 17 is a negative number. Abstract interpre–
tation is concerned by a particular underlying
structure of the usual universe of computations
(the sign, in our example). It gives a summary of
some facets of the actual executions of a program.
In general this summary is simple to obtain but
inaccurate (e.g. –1515+17 => –(+)+(+) ‘>
(-)+(+) => (f)). Despite its fundamentally in-
complete results abstract interpretation allows
the programmer or the compiler to answer ques–
tions which,do not need full knowled~e of program
executions or which tolerate an imprecise answer,
(e.g. partial correctness proofs of programs ignO-
ring the termination problems, type checking, pro-
gram optimizations which are not carried in the
absence of certainty about their feasibility, . . .).

2. &unmary

Section 3 describes the syntax and mathematical
semantics of a simple flowchart language, Scott
and Strachey[71]. This mathematical semantics is
used in section 4 to built a more abstract model of
the semantics of programs, in that it ignores the
sequencing of control flow. This model is taken to
be the most concrete of the abstract interpretatiOns
of programs. Section 5 gives the formal definition
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Abstract program properties are modeled by a com–
plete semilattice, Birkhoff[611. Elementary Pro-
gram constructs are locally interpreted by order
preserving functions which are used to associate
a system of recursive equations with a program. The
program global properties are then defined as one
of the extreme fixpoints of that system, Tarski [55].
The abstraction process is defined in section 6. It
is shown that the program properties obtained by
an abstract interpretation of a program are consis–
tent with those obtained by a more refined inter–
pretation of that program. In particular, an ab–
stract interpretation may be shown to be consistent
with the formal semantics of the language. Levels
of abstraction are formalized by showing that con-
sistent abstract interpretations form a lattice
(section 7). Section 8 gives a constructive defi–
nition of abstract properties of programs based on
constructive definitions of fixpoints. It shows
that various classical algorithms such as Kildall
[731, Wegbreit[751 compute program properties as
limits of finite Kleene[52]’s sequences. Section
9 introduces finite fixpoint approximation methods
to be used when Kleene’ssequences are infinite,
Cousot[761. They are shown to be consistent with
the abstraction process. Practical examples illus–
trate the various sections. The conclusion points
out that abstract interpretation of programs is a
unified approach to apparently unrelated program
analysis techniques.

3’. Syntax and Semantics of programs

We will use finite flowcharts as a language inde–
pendent representation of progrems.

3.1 Syntax of a Progrwn

A program is built from a set “Nodes”. Each node
has successor and predecessor nodes :

n–succ, n–pred : Nodes+ 2Nodesl (men-succ(n))

<=>(ne n-pred(m))

Hereafter, we note ISl the cardinality of a set S.
~Jhen ]Sl = 1 so that S = {~we sometimes use S to
denote x.

The node subsets “Entries”’, “Assignments’!, “Tests”,
“Junctions” and “Exits” partition the set Nodes.

– An entry node (n c Entries) has no predecess...
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1. Introduction

A program denotes computations in some universe of
objects. Abstract interpretation of programs con–
sists in using that denotation to describe compu–
tations in another universe of abstract objects,
so that the results of abstract execution give
some information on the actual computations. An
intuitive example (which we borrow from Sintzoff
172]) is the rule of signs. The text ‘1515* 17
may be understood to denote computations on the
abstract universe {(+), (-), (~)} where the se-
mantics of arithmetic operators is defined by the
rule of signs. The abstract execution -1515* 17
=> -(+) * (+) e> (–) * (+) => (–), proves that

–1515 * 17 is a negative number. Abstract interpre–
tation is concerned by a particular underlying
structure of the usual universe of computations
(the sign, in our example). It gives a summary of
some facets of the actual executions of a program.
In general this summary is simple to obtain but
inaccurate (e.g. –1515+17 => –(+)+(+) ‘>
(-)+(+) => (f)). Despite its fundamentally in-
complete results abstract interpretation allows
the programmer or the compiler to answer ques–
tions which,do not need full knowled~e of program
executions or which tolerate an imprecise answer,
(e.g. partial correctness proofs of programs ignO-
ring the termination problems, type checking, pro-
gram optimizations which are not carried in the
absence of certainty about their feasibility, . . .).

2. &unmary

Section 3 describes the syntax and mathematical
semantics of a simple flowchart language, Scott
and Strachey[71]. This mathematical semantics is
used in section 4 to built a more abstract model of
the semantics of programs, in that it ignores the
sequencing of control flow. This model is taken to
be the most concrete of the abstract interpretatiOns
of programs. Section 5 gives the formal definition
of the abstract interpretations of a program.
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Abstract program properties are modeled by a com–
plete semilattice, Birkhoff[611. Elementary Pro-
gram constructs are locally interpreted by order
preserving functions which are used to associate
a system of recursive equations with a program. The
program global properties are then defined as one
of the extreme fixpoints of that system, Tarski [55].
The abstraction process is defined in section 6. It
is shown that the program properties obtained by
an abstract interpretation of a program are consis–
tent with those obtained by a more refined inter–
pretation of that program. In particular, an ab–
stract interpretation may be shown to be consistent
with the formal semantics of the language. Levels
of abstraction are formalized by showing that con-
sistent abstract interpretations form a lattice
(section 7). Section 8 gives a constructive defi–
nition of abstract properties of programs based on
constructive definitions of fixpoints. It shows
that various classical algorithms such as Kildall
[731, Wegbreit[751 compute program properties as
limits of finite Kleene[52]’s sequences. Section
9 introduces finite fixpoint approximation methods
to be used when Kleene’ssequences are infinite,
Cousot[761. They are shown to be consistent with
the abstraction process. Practical examples illus–
trate the various sections. The conclusion points
out that abstract interpretation of programs is a
unified approach to apparently unrelated program
analysis techniques.

3’. Syntax and Semantics of programs

We will use finite flowcharts as a language inde–
pendent representation of progrems.

3.1 Syntax of a Progrwn

A program is built from a set “Nodes”. Each node
has successor and predecessor nodes :

n–succ, n–pred : Nodes+ 2Nodesl (men-succ(n))

<=>(ne n-pred(m))

Hereafter, we note ISl the cardinality of a set S.
~Jhen ]Sl = 1 so that S = {~we sometimes use S to
denote x.

The node subsets “Entries”’, “Assignments’!, “Tests”,
“Junctions” and “Exits” partition the set Nodes.

– An entry node (n c Entries) has no predecess...
and one successor, ((n-nred(n) = @)”and “-’-
(In-succ(n)l = l)).
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1. Introduction

A program denotes computations in some universe of
objects. Abstract interpretation of programs con–
sists in using that denotation to describe compu–
tations in another universe of abstract objects,
so that the results of abstract execution give
some information on the actual computations. An
intuitive example (which we borrow from Sintzoff
172]) is the rule of signs. The text ‘1515* 17
may be understood to denote computations on the
abstract universe {(+), (-), (~)} where the se-
mantics of arithmetic operators is defined by the
rule of signs. The abstract execution -1515* 17
=> -(+) * (+) e> (–) * (+) => (–), proves that

–1515 * 17 is a negative number. Abstract interpre–
tation is concerned by a particular underlying
structure of the usual universe of computations
(the sign, in our example). It gives a summary of
some facets of the actual executions of a program.
In general this summary is simple to obtain but
inaccurate (e.g. –1515+17 => –(+)+(+) ‘>
(-)+(+) => (f)). Despite its fundamentally in-
complete results abstract interpretation allows
the programmer or the compiler to answer ques–
tions which,do not need full knowled~e of program
executions or which tolerate an imprecise answer,
(e.g. partial correctness proofs of programs ignO-
ring the termination problems, type checking, pro-
gram optimizations which are not carried in the
absence of certainty about their feasibility, . . .).

2. &unmary

Section 3 describes the syntax and mathematical
semantics of a simple flowchart language, Scott
and Strachey[71]. This mathematical semantics is
used in section 4 to built a more abstract model of
the semantics of programs, in that it ignores the
sequencing of control flow. This model is taken to
be the most concrete of the abstract interpretatiOns
of programs. Section 5 gives the formal definition
of the abstract interpretations of a program.
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Abstract program properties are modeled by a com–
plete semilattice, Birkhoff[611. Elementary Pro-
gram constructs are locally interpreted by order
preserving functions which are used to associate
a system of recursive equations with a program. The
program global properties are then defined as one
of the extreme fixpoints of that system, Tarski [55].
The abstraction process is defined in section 6. It
is shown that the program properties obtained by
an abstract interpretation of a program are consis–
tent with those obtained by a more refined inter–
pretation of that program. In particular, an ab–
stract interpretation may be shown to be consistent
with the formal semantics of the language. Levels
of abstraction are formalized by showing that con-
sistent abstract interpretations form a lattice
(section 7). Section 8 gives a constructive defi–
nition of abstract properties of programs based on
constructive definitions of fixpoints. It shows
that various classical algorithms such as Kildall
[731, Wegbreit[751 compute program properties as
limits of finite Kleene[52]’s sequences. Section
9 introduces finite fixpoint approximation methods
to be used when Kleene’ssequences are infinite,
Cousot[761. They are shown to be consistent with
the abstraction process. Practical examples illus–
trate the various sections. The conclusion points
out that abstract interpretation of programs is a
unified approach to apparently unrelated program
analysis techniques.

3’. Syntax and Semantics of programs

We will use finite flowcharts as a language inde–
pendent representation of progrems.

3.1 Syntax of a Progrwn

A program is built from a set “Nodes”. Each node
has successor and predecessor nodes :

n–succ, n–pred : Nodes+ 2Nodesl (men-succ(n))

<=>(ne n-pred(m))

Hereafter, we note ISl the cardinality of a set S.
~Jhen ]Sl = 1 so that S = {~we sometimes use S to
denote x.

The node subsets “Entries”’, “Assignments’!, “Tests”,
“Junctions” and “Exits” partition the set Nodes.
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Completeness in  
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Abstract Interpretation (Mathematically)

A concrete  
complete lattice α

γ

# An abstract  
complete lattice

$

c ≤ γ(a) α(c) ≤ a⇔A Galois connection

A Galois insertion id = α ∘ γ : A → A

A = γ ∘ α : C → CClosure operator

(  is injective)γ

(  is idempotent)A



Abstract Interpretation (by example)
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Fig. 1. Abstract Domain for Sign Analysis.

making the proof of (in)correctness useless or poorly trustworthy. This is a consequence of the
approximation inherent in the need to make an otherwise undecidable analysis decidable. As all
alarming systems, program analysis is credible (and useful) to decide correctness and incorrectness,
when few false-alarms are reported, ideally none. In this case, we say that the abstract interpreter
is complete for our program under analysis. As an illustrative example, consider the program

Abs(G) =4 if (G � 0) then skip else G := �G

computing the absolute value of integer variables. The well-known interval abstraction Int ap-
proximates any property ( 2 ®(Z) of the integer values that G may assume by the least interval
Int(() = [0,1] such that ( ✓ [0,1], where 0  1, 0 2 Z [ {�1} and 1 2 Z [ {+1}. Int is clearly
incomplete for Abs. Assume we know that the variable G can just assume an odd value. Then, it turns
out that the best correct approximation of Abs we can compute in Int can introduce false-alarms:

Int(Abs({G | G is odd})) = Int({G | G is odd, G � 0}) = [1, +1],
Int(Abs(Int({G | G is odd}))) = Int(Abs( [�1, +1])) = Int({G | G � 0}) = [0, +1] .

Since [1, +1] ( [0, +1], it means that Int is incomplete for Abs on input � = {G | G is odd}. This
can cause a problem in veri�cation: even if no input will be zero, an interval analysis of Abs(G) may
produce a false-alarm, for instance whenever used as divisor in an integer division. As it is often
the case (cf. [Giacobazzi et al. 2015]), the problem with this program Abs resides in the Boolean
guard G � 0, that is not complete when the input � is abstracted in Int.
Completeness intuitively encodes the greatest achievable precision for an abstract transfer

function, meaning that it exactly matches the abstraction of its concrete counterpart. The problem
of constructively making abstract domains complete by either domain re�nement (i.e., increasing
abstract domain precision) or by domain simpli�cation (i.e., reducing abstract domain precision)
has been settled in [Giacobazzi et al. 2000]. The most abstract re�nement, called complete shell,
of an abstract domain � always exists for Scott continuous concrete transfer functions — hence
for all computable functions — and it can be constructively de�ned as solution of a recursive
abstract domain equation. As a classical simple example, we can consider the rule of signs domain
(see Figure 1). Sign is an abstraction of Int and is sound and complete for integer multiplication
but merely sound for addition. As proved in [Giacobazzi et al. 2000], the complete shell of Sign
for binary addition is the most abstract domain upper approximating sets of integers which is
complete for integer addition of their elements, which turns out to be precisely Int. Although
extremely powerful, this notion has an intrinsic global �avor: The complete shell of an abstract
domain with respect to a semantic transfer function 5 makes the abstract domain complete for 5
on all possible inputs. Instead, a program computation corresponds to a speci�c sequence (i.e., trace)
of applications of concrete transfer functions. Hence, this method does not allow us to tailor the
abstraction re�nement to the speci�c shape of a computational trace of interest. As a result, the

Proc. ACM Program. Lang., Vol. 1, No. POPL, Article 1. Publication date: January 2021.

α

γ

# $

α

{ . . . , − 3, − 2, − 1,0}

γ

,-./



Abstract Interpretation (as closure)

Ø

{1} {2} {3} {4} {5}
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Must be closed 
under meet! 

(Moore closure)

LessMoreThan3℘({1,2,3,4,5})



Soundness (by construction)

# #

α

f

$$
f ♯

α Abstract interpretation  
computes over-approximations! 
(ok to prove absence of bugs)

α ∘ f ≤ f ♯ ∘ α

≥



Best correct approximation (bca)
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As much precise as possible!
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we consider its bcas JeK� on �, i.e., we assume that no additional loss of precision is due to their
abstract interpretation. Let us remark that (2) is the standard de�nition by structural induction of
abstract semantics used in abstract interpretation [Cousot 2021; Rival and Yi 2020], instantiated
to the language of regular commands. Therefore, the abstract semantics of the choice command
preserves bcas, namely Jr1 � r2K�0 = Jr1K�0 _� Jr2K�0, whereas this preservation of bcas does not
hold, in general, for sequential composition and Kleene iteration: for example, Jr2K� � Jr1K� is not
guaranteed to be the bca Jr1; r2K�. On the other hand, it can be easily seen, by structural induction,
that all the de�nitions in (2) preserve completeness, meaning that if Jr1K•�, Jr2K

•
�, JrK

•
� are complete,

then Jr1; r2K•�, Jr1 � r2K•� and Jr⇤K•� are complete as well.

Programs. We consider standard basic transfer expressions used in deterministic while programs:
no-op instruction, assignments and Boolean guards, as de�ned below:

AExp 3 a ::= E 2 Z | G 2 Var | a + a | a � a | a ⇤ a
BExp 3 b ::= tt | � | a = a | a < a | a  a | b ^ b | ¬b
Exp 3 e ::= skip | G := a | b?

where, for simplicity, we consider just integer values and variables G 2 Var . A standard deterministic
imperative language such as Winskel [1993]’s Imp can be easily retrieved using guarded branching
and loop commands as syntactic sugar (cf. [Kozen 1997, Section 2.2]):

if (b) then c1 else c2 =4 (b?; c1) � (¬b?; c2) while (b) do c =4 (b?; c)⇤ ; ¬b?
A program store f : + ! Z is a total function from a �nite set of variables of interest + ✓ Var

to values and Σ =4 + ! Z denotes the set of stores on the variables ranging in a set + that is left
implicit. The concrete domain is therefore S =4 ®(Σ), ordered by inclusion. Store update is de�ned
as usual and lifted to sets ( 2 S: ( [G 7! E] =4 {f [G 7! E] | f 2 (}. The semantics LeM : S! S of
basic transfer expressions is standard:

LskipM( =4 (, LG := aM( =4 {f [G 7! {|a|} f] | f 2 (}, Lb?M( =4 {f 2 ( | {|b|} f = tt},
where {|a|} : Σ ! Z and {|b|} : Σ ! {tt,�} are inductively de�ned as expected. For brevity, we
overload b to denote the set Lb?MΣ of all and only stores that satisfy b, so that Lb?M( = (\b �lters the
concrete stores in ( making b true. For programs with only one variable, i.e.,+ = {G}, ®(Z) denotes
the sets of stores in S, i.e., ( 2 ®(Z) is the set {f 2 ⌃ | f (G) 2 (} 2 S. Accordingly, Abs(®(Z)) will
represent Abs(S). The standard strongest post-condition for r on pre-condition % 2 S is therefore
post[r]% =4 JrK% . Analogously, the abstract post-condition is post� [r]U (%) =

4 JrK•�U (%).

3 MAKING ABSTRACT INTERPRETATIONS LOCALLY COMPLETE
The completeness property �5 = �5 � of an abstract domain � w.r.t. a transfer function 5 is,
to some extent, a global property, in the sense that it requires an equality between functions
and therefore is universally quanti�ed on all possible inputs ranging in the concrete domain, i.e.,
82 2 ⇠ . �5 (2) = �5 �(2). In program analysis, the semantic functions 5 are given by the collecting
semantics JeK of basic expressions e, e.g. Boolean guards and variable assignments for imperative
programs, and the corresponding concrete domain is the set of all possible input store properties.
It turns out that only trivial abstract domains can be globally complete for Turing complete
languages [Bruni et al. 2020; Giacobazzi et al. 2015]. While completeness can be hard/impossible to
achieve globally, as argued by Bruni et al. [2021], it may well happen that completeness holds locally,
i.e. just for some input properties, thus giving grounds for investigating a more general notion
of local completeness in program analysis. In this section, we investigate whether and how local
completeness can be constructively characterized and then we explore how to “repair” an abstract

Proc. ACM Program. Lang., Vol. 1, No. POPL, Article 1. Publication date: January 2021.

Regular commands

3) Programs: We consider standard basic transfer expres-
sions used in deterministic while programs: no-op instruction,
assignments and Boolean guards, as defined below:

AExp 3 a ::= v 2 Z | x 2 Var | a+ a | a� a | a ⇤ a
BExp 3 b ::= tt | ff | a = a | a < a | a  a | b ^ b | b _ b | ¬b
Exp 3 e ::= skip | x := a | b?

where, for simplicity, we consider just integer values and
variables and Var is a denumerable set of program vari-
ables. Hence, a standard deterministic imperative language
Imp (cf. [29]) can be defined using guarded branching and
loop commands as syntactic sugar (cf. [19, Section 2.2]):

if (b) then c1 else c2 =
4
(b?; c1) � (¬b?; c2)

while (b) do c =
4
(b?; c)⇤ ; ¬b?

To improve readability, in our running examples we will use
this syntactic sugar whenever possible.

A program store � : V ! Z is a total function from a finite
set of variables of interest V ✓ Var to values and ⌃ =

4
V ! Z

denotes the set of stores on the variables ranging in a set
V that is left implicit. The concrete domain is S =

4
}(⌃),

ordered by inclusion. Store update [x 7! v] is defined as usual:
S[x 7! v] =

4 {�[x 7! v] | � 2 S} where

�[x 7! v](y) =
4

⇢
v if y = x
�(y) otherwise

The semantics LeM : S ! S of basic transfer expressions is:

LskipMS =
4

S Lx := aMS =
4 {�[x 7! {|a|}�] | � 2 S}

Lb?MS =
4 {� 2 S | {|b|}� = tt}

where {|a|} : ⌃ ! Z and {|b|} : ⌃ ! {tt, ff} are inductively
defined as expected. For brevity, we overload b to denote the
set Lb?M⌃ of all and only stores that satisfy b, so that Lb?MS =
S \b filters the concrete stores in S making b true. The usual
strongest post-condition for r on pre-condition P 2 S is thus
post[r]P =

4 JrKP . Analogously, postA[r]↵(P ) =
4 JrK]A↵(P ).

In the following, we will present some simple running
examples involving programs with just one variable, so that
V = {x}. In these cases, to simplify the notation, }(Z) will be
used to represent sets of stores in S, i.e., S 2 }(Z) represents
the set {� 2 ⌃ | �(x) 2 S} 2 S. Accordingly, Abs(}(Z))
will represent Abs(S). For example, {�2, 2} will be used to
represent a more verbose expression such as x = �2_x = 2.

III. ON THE LIMITS OF (GLOBAL) COMPLETENESS

It has been proven in [3], [16] that completeness holds
for all programs in a Turing complete programming language
only for trivial abstract domains. This means that the only
abstract domains that are complete for all programs are the
straightforward ones: the identical abstraction, making abstract
and concrete semantics the same, and the top abstraction,
making all programs equivalent by abstract semantics. In [16]
the authors observed that since skip is always trivially com-
plete and composition, conditional and loop statements all

preserve the completeness of their subprograms, the only
sources of incompleteness may arise from assignments and
Boolean guards. Nevertheless, one can logically prove the
completeness of specific programs by structural induction on
their syntax, as done by the basic proof system in [16]. In this
case, the completeness of (the semantic functions associated
with) assignments and Boolean guards occurring in a program
is a sufficient condition to guarantee the completeness of the
whole program. While the completeness of assignments has
been extensively studied (e.g., the completeness conditions for
assignments in major numerical domains such as intervals,
congruences, octagons and affine relations have been fully
settled [16], [21]), the case of Boolean guards is troublesome
and largely unexplored. In particular, in the case of conditional
and loop statements, the completeness on a store abstraction
A calls for the validity of the conditions CA(Jb?K) and
CA(J¬b?K), or, equivalently,

8S 2 S . A(S \ b) = A(A(S) \ b) &

A(S \ ¬b) = A(A(S) \ ¬b)
(5)

The adjective global in the section title refers to the universal
quantification over any possible set S of stores in (5), which
we prove to be a major limitation. The following results
provide a sufficient and necessary condition on the abstract
domain A for guaranteeing both CA(Jb?K) and CA(J¬b?K). It
is worth remarking that the same result extends to any arbitrary
distributive concrete domain C whenever b admits a comple-
ment ¬b, even if the whole lattice C is not complemented.

We first observe that when the functions Jb?K and J¬b?K
are complete in a strict abstract domain A, then b and ¬b are
necessarily expressible in A.

Lemma III.1 Let A 2 Abs(S) be strict. If CA(Jb?K) and
CA(J¬b?K) hold then b and ¬b are expressible in A.

Furthermore, when b and ¬b are both expressible in A, it
turns out that the completeness of Jb?K and J¬b?K boils down
to a co-additivity requirement of the abstraction map ↵ or,
equivalently, an additivity requirement for the concretization
map �. This is clearly a way too strong requirement in
abstract interpretation as co-additive abstractions imply that
the abstract domain is a complete join and meet sublattice of
the concrete domain.

Lemma III.2 Let b and ¬b be expressible in A↵,� 2 Abs(S).
Then, CA(Jb?K) and CA(J¬b?K) hold iff

8S 2 S . ↵(S \ b) = ↵(S) ^A ↵(b) &

↵(S \ ¬b) = ↵(S) ^A ↵(¬b)
(6)

The next characterization result gives an effective way to
verify whether an abstract domain A is complete w.r.t. a
Boolean guard b. It amounts to check that b and ¬b are both
expressible in A and that the union of the concretizations of
any two abstract points in A below, resp., ↵(b) and ↵(¬b), is
also expressible in A (see Example III.4).
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between closures and GIs, hAbs(⇠), v,t,u, _G .>⇠ , id⇠i denotes the well-known lattice of abstract
interpretations [Cousot and Cousot 1979, Section 8], where �0 v � means that �0 is more precise
than (i.e., is a re�nement of) �, and one can consider the most concrete simpli�cation (i.e., lub
t) and the most abstract re�nement (i.e., glb u) of any family of abstract domains; in particular,
recall that �0 v � holds when � ✓ �0 and, consequently, that a lub of a set X ✓ Abs(⇠) of abstract
domains coincides with their intersection, i.e., t{� | � 2 X} = \{� | � 2 X} holds. In the rest of
the paper, we will abuse notation, and often write � for a corresponding closure W�U�, for instance,
we write Int({�2, 5}) = [�2, 5] in the case of the interval abstract domain. Given� 2 Abs(⇠) and a
set of concrete elements # ✓ ⇠ we de�ne � ⌦ # =4 M(� [ # ) to be the re�nement of � obtained
by adding the (possibly) new concrete elements in # . Using the shorthand �# for � ⌦ # , and, in
particular, �I for � ⌦ {I}, it turns out that for all 2 2 ⇠ ,

�# (2) = ^{G 2 # [ {�(2)} | 2  G}, �I (2) =
(
I ^�(2) if 2  I,

�(2) otherwise.

The domain �= is called a pointed re�nement of �.

2.2 Syntax and Semantics of Regular Commands
Following O’Hearn [2020] and Bruni et al. [2021] (see also [Winskel 1993, Chapter 14]), we consider
a simple language of regular commands:

Reg 3 r ::= e | r; r | r � r | r⇤

which is general enough to cover deterministic imperative languages as well as other programming
paradigms including, e.g., nondeterministic and probabilistic computations and equational systems
such as Kleene algebras with tests [Kozen 1997, 2000]. This language is parametric on the syntax
of basic transfer expressions (or functions) e 2 Exp, which de�ne the basic commands. These can
be instantiated with di�erent kinds of instructions such as (deterministic or nondeterministic or
parallel) assignments, (Boolean) guards or assumptions, error generation primitives, etc. Moreover,
regular commands represent in a compact way the structure of control-�ow graphs (CFGs) of
imperative programs. The term r1; r2 represents sequential composition, r1 � r2 a choice command
that can behave as either r1 or r2, and r⇤ is the Kleene iteration of r where r can be executed 0 or
any bounded number of times in a sequence. We write r= for the sequence r; ...; r of = instances of r.

Concrete semantics. We assume that basic transfer expressions have a semantics L ·M : Exp ! ⇠ ! ⇠
on a complete lattice⇠ such that LeM is an additive function. This assumption can be done w.l.o.g. in
Hoare-like (i.e., collecting) program semantics, since the basic transfer functions are always de�ned
by additive lifting. In turn, the concrete semantics J·K : Reg ! ⇠ ! ⇠ of regular commands is
inductively de�ned as follows:

JeK2 =4 LeM2 Jr1 � r2K2 =4 Jr1K2 _ Jr2K2
Jr1; r2K2 =4 Jr2K(Jr1K2) Jr⇤K2 =4 ‘{JrK=2 | = 2 N} (1)

Abstract Semantics. The abstract semantics of regular commands J·K•� : Reg ! � ! � on an
abstract domain � 2 Abs(⇠) is de�ned by structural induction as follows:

JeK•�0 =4 JeK�0 = �(LeM0) Jr1 � r2K•�0 =4 Jr1K•�0 _� Jr2K•�0

Jr1; r2K•�0 =4 Jr2K•� (Jr1K
•
�0) Jr⇤K•�0 =4

‘
�{(JrK•�)=0 | = 2 N}

(2)

It is easily seen, by structural induction, that the abstract semantics (2) is monotonic and sound,
i.e., � � JrK v JrK•� �� holds. Let us point out that as abstract semantics of a basic expression e
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3) Programs: We consider standard basic transfer expres-
sions used in deterministic while programs: no-op instruction,
assignments and Boolean guards, as defined below:

AExp 3 a ::= v 2 Z | x 2 Var | a+ a | a� a | a ⇤ a
BExp 3 b ::= tt | ff | a = a | a < a | a  a | b ^ b | b _ b | ¬b
Exp 3 e ::= skip | x := a | b?

where, for simplicity, we consider just integer values and
variables and Var is a denumerable set of program vari-
ables. Hence, a standard deterministic imperative language
Imp (cf. [29]) can be defined using guarded branching and
loop commands as syntactic sugar (cf. [19, Section 2.2]):

if (b) then c1 else c2 =
4
(b?; c1) � (¬b?; c2)

while (b) do c =
4
(b?; c)⇤ ; ¬b?

To improve readability, in our running examples we will use
this syntactic sugar whenever possible.

A program store � : V ! Z is a total function from a finite
set of variables of interest V ✓ Var to values and ⌃ =

4
V ! Z

denotes the set of stores on the variables ranging in a set
V that is left implicit. The concrete domain is S =

4
}(⌃),

ordered by inclusion. Store update [x 7! v] is defined as usual:
S[x 7! v] =

4 {�[x 7! v] | � 2 S} where

�[x 7! v](y) =
4

⇢
v if y = x
�(y) otherwise

The semantics LeM : S ! S of basic transfer expressions is:

LskipMS =
4

S Lx := aMS =
4 {�[x 7! {|a|}�] | � 2 S}

Lb?MS =
4 {� 2 S | {|b|}� = tt}

where {|a|} : ⌃ ! Z and {|b|} : ⌃ ! {tt, ff} are inductively
defined as expected. For brevity, we overload b to denote the
set Lb?M⌃ of all and only stores that satisfy b, so that Lb?MS =
S \b filters the concrete stores in S making b true. The usual
strongest post-condition for r on pre-condition P 2 S is thus
post[r]P =

4 JrKP . Analogously, postA[r]↵(P ) =
4 JrK]A↵(P ).

In the following, we will present some simple running
examples involving programs with just one variable, so that
V = {x}. In these cases, to simplify the notation, }(Z) will be
used to represent sets of stores in S, i.e., S 2 }(Z) represents
the set {� 2 ⌃ | �(x) 2 S} 2 S. Accordingly, Abs(}(Z))
will represent Abs(S). For example, {�2, 2} will be used to
represent a more verbose expression such as x = �2_x = 2.

III. ON THE LIMITS OF (GLOBAL) COMPLETENESS

It has been proven in [3], [16] that completeness holds
for all programs in a Turing complete programming language
only for trivial abstract domains. This means that the only
abstract domains that are complete for all programs are the
straightforward ones: the identical abstraction, making abstract
and concrete semantics the same, and the top abstraction,
making all programs equivalent by abstract semantics. In [16]
the authors observed that since skip is always trivially com-
plete and composition, conditional and loop statements all

preserve the completeness of their subprograms, the only
sources of incompleteness may arise from assignments and
Boolean guards. Nevertheless, one can logically prove the
completeness of specific programs by structural induction on
their syntax, as done by the basic proof system in [16]. In this
case, the completeness of (the semantic functions associated
with) assignments and Boolean guards occurring in a program
is a sufficient condition to guarantee the completeness of the
whole program. While the completeness of assignments has
been extensively studied (e.g., the completeness conditions for
assignments in major numerical domains such as intervals,
congruences, octagons and affine relations have been fully
settled [16], [21]), the case of Boolean guards is troublesome
and largely unexplored. In particular, in the case of conditional
and loop statements, the completeness on a store abstraction
A calls for the validity of the conditions CA(Jb?K) and
CA(J¬b?K), or, equivalently,

8S 2 S . A(S \ b) = A(A(S) \ b) &

A(S \ ¬b) = A(A(S) \ ¬b)
(5)

The adjective global in the section title refers to the universal
quantification over any possible set S of stores in (5), which
we prove to be a major limitation. The following results
provide a sufficient and necessary condition on the abstract
domain A for guaranteeing both CA(Jb?K) and CA(J¬b?K). It
is worth remarking that the same result extends to any arbitrary
distributive concrete domain C whenever b admits a comple-
ment ¬b, even if the whole lattice C is not complemented.

We first observe that when the functions Jb?K and J¬b?K
are complete in a strict abstract domain A, then b and ¬b are
necessarily expressible in A.

Lemma III.1 Let A 2 Abs(S) be strict. If CA(Jb?K) and
CA(J¬b?K) hold then b and ¬b are expressible in A.

Furthermore, when b and ¬b are both expressible in A, it
turns out that the completeness of Jb?K and J¬b?K boils down
to a co-additivity requirement of the abstraction map ↵ or,
equivalently, an additivity requirement for the concretization
map �. This is clearly a way too strong requirement in
abstract interpretation as co-additive abstractions imply that
the abstract domain is a complete join and meet sublattice of
the concrete domain.

Lemma III.2 Let b and ¬b be expressible in A↵,� 2 Abs(S).
Then, CA(Jb?K) and CA(J¬b?K) hold iff

8S 2 S . ↵(S \ b) = ↵(S) ^A ↵(b) &

↵(S \ ¬b) = ↵(S) ^A ↵(¬b)
(6)

The next characterization result gives an effective way to
verify whether an abstract domain A is complete w.r.t. a
Boolean guard b. It amounts to check that b and ¬b are both
expressible in A and that the union of the concretizations of
any two abstract points in A below, resp., ↵(b) and ↵(¬b), is
also expressible in A (see Example III.4).
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Collecting semantics

3) Programs: We consider standard basic transfer expres-
sions used in deterministic while programs: no-op instruction,
assignments and Boolean guards, as defined below:

AExp 3 a ::= v 2 Z | x 2 Var | a+ a | a� a | a ⇤ a
BExp 3 b ::= tt | ff | a = a | a < a | a  a | b ^ b | b _ b | ¬b
Exp 3 e ::= skip | x := a | b?

where, for simplicity, we consider just integer values and
variables and Var is a denumerable set of program vari-
ables. Hence, a standard deterministic imperative language
Imp (cf. [29]) can be defined using guarded branching and
loop commands as syntactic sugar (cf. [19, Section 2.2]):

if (b) then c1 else c2 =
4
(b?; c1) � (¬b?; c2)

while (b) do c =
4
(b?; c)⇤ ; ¬b?

To improve readability, in our running examples we will use
this syntactic sugar whenever possible.

A program store � : V ! Z is a total function from a finite
set of variables of interest V ✓ Var to values and ⌃ =

4
V ! Z

denotes the set of stores on the variables ranging in a set
V that is left implicit. The concrete domain is S =

4
}(⌃),

ordered by inclusion. Store update [x 7! v] is defined as usual:
S[x 7! v] =

4 {�[x 7! v] | � 2 S} where

�[x 7! v](y) =
4

⇢
v if y = x
�(y) otherwise

The semantics LeM : S ! S of basic transfer expressions is:

LskipMS =
4

S Lx := aMS =
4 {�[x 7! {|a|}�] | � 2 S}

Lb?MS =
4 {� 2 S | {|b|}� = tt}

where {|a|} : ⌃ ! Z and {|b|} : ⌃ ! {tt, ff} are inductively
defined as expected. For brevity, we overload b to denote the
set Lb?M⌃ of all and only stores that satisfy b, so that Lb?MS =
S \b filters the concrete stores in S making b true. The usual
strongest post-condition for r on pre-condition P 2 S is thus
post[r]P =

4 JrKP . Analogously, postA[r]↵(P ) =
4 JrK]A↵(P ).

In the following, we will present some simple running
examples involving programs with just one variable, so that
V = {x}. In these cases, to simplify the notation, }(Z) will be
used to represent sets of stores in S, i.e., S 2 }(Z) represents
the set {� 2 ⌃ | �(x) 2 S} 2 S. Accordingly, Abs(}(Z))
will represent Abs(S). For example, {�2, 2} will be used to
represent a more verbose expression such as x = �2_x = 2.

III. ON THE LIMITS OF (GLOBAL) COMPLETENESS

It has been proven in [3], [16] that completeness holds
for all programs in a Turing complete programming language
only for trivial abstract domains. This means that the only
abstract domains that are complete for all programs are the
straightforward ones: the identical abstraction, making abstract
and concrete semantics the same, and the top abstraction,
making all programs equivalent by abstract semantics. In [16]
the authors observed that since skip is always trivially com-
plete and composition, conditional and loop statements all

preserve the completeness of their subprograms, the only
sources of incompleteness may arise from assignments and
Boolean guards. Nevertheless, one can logically prove the
completeness of specific programs by structural induction on
their syntax, as done by the basic proof system in [16]. In this
case, the completeness of (the semantic functions associated
with) assignments and Boolean guards occurring in a program
is a sufficient condition to guarantee the completeness of the
whole program. While the completeness of assignments has
been extensively studied (e.g., the completeness conditions for
assignments in major numerical domains such as intervals,
congruences, octagons and affine relations have been fully
settled [16], [21]), the case of Boolean guards is troublesome
and largely unexplored. In particular, in the case of conditional
and loop statements, the completeness on a store abstraction
A calls for the validity of the conditions CA(Jb?K) and
CA(J¬b?K), or, equivalently,

8S 2 S . A(S \ b) = A(A(S) \ b) &

A(S \ ¬b) = A(A(S) \ ¬b)
(5)

The adjective global in the section title refers to the universal
quantification over any possible set S of stores in (5), which
we prove to be a major limitation. The following results
provide a sufficient and necessary condition on the abstract
domain A for guaranteeing both CA(Jb?K) and CA(J¬b?K). It
is worth remarking that the same result extends to any arbitrary
distributive concrete domain C whenever b admits a comple-
ment ¬b, even if the whole lattice C is not complemented.

We first observe that when the functions Jb?K and J¬b?K
are complete in a strict abstract domain A, then b and ¬b are
necessarily expressible in A.

Lemma III.1 Let A 2 Abs(S) be strict. If CA(Jb?K) and
CA(J¬b?K) hold then b and ¬b are expressible in A.

Furthermore, when b and ¬b are both expressible in A, it
turns out that the completeness of Jb?K and J¬b?K boils down
to a co-additivity requirement of the abstraction map ↵ or,
equivalently, an additivity requirement for the concretization
map �. This is clearly a way too strong requirement in
abstract interpretation as co-additive abstractions imply that
the abstract domain is a complete join and meet sublattice of
the concrete domain.

Lemma III.2 Let b and ¬b be expressible in A↵,� 2 Abs(S).
Then, CA(Jb?K) and CA(J¬b?K) hold iff

8S 2 S . ↵(S \ b) = ↵(S) ^A ↵(b) &

↵(S \ ¬b) = ↵(S) ^A ↵(¬b)
(6)

The next characterization result gives an effective way to
verify whether an abstract domain A is complete w.r.t. a
Boolean guard b. It amounts to check that b and ¬b are both
expressible in A and that the union of the concretizations of
any two abstract points in A below, resp., ↵(b) and ↵(¬b), is
also expressible in A (see Example III.4).

3) Programs: We consider standard basic transfer expres-
sions used in deterministic while programs: no-op instruction,
assignments and Boolean guards, as defined below:

AExp 3 a ::= v 2 Z | x 2 Var | a+ a | a� a | a ⇤ a
BExp 3 b ::= tt | ff | a = a | a < a | a  a | b ^ b | b _ b | ¬b
Exp 3 e ::= skip | x := a | b?

where, for simplicity, we consider just integer values and
variables and Var is a denumerable set of program vari-
ables. Hence, a standard deterministic imperative language
Imp (cf. [29]) can be defined using guarded branching and
loop commands as syntactic sugar (cf. [19, Section 2.2]):

if (b) then c1 else c2 =
4
(b?; c1) � (¬b?; c2)

while (b) do c =
4
(b?; c)⇤ ; ¬b?

To improve readability, in our running examples we will use
this syntactic sugar whenever possible.

A program store � : V ! Z is a total function from a finite
set of variables of interest V ✓ Var to values and ⌃ =

4
V ! Z

denotes the set of stores on the variables ranging in a set
V that is left implicit. The concrete domain is S =

4
}(⌃),

ordered by inclusion. Store update [x 7! v] is defined as usual:
S[x 7! v] =

4 {�[x 7! v] | � 2 S} where

�[x 7! v](y) =
4

⇢
v if y = x
�(y) otherwise

The semantics LeM : S ! S of basic transfer expressions is:

LskipMS =
4

S Lx := aMS =
4 {�[x 7! {|a|}�] | � 2 S}

Lb?MS =
4 {� 2 S | {|b|}� = tt}

where {|a|} : ⌃ ! Z and {|b|} : ⌃ ! {tt, ff} are inductively
defined as expected. For brevity, we overload b to denote the
set Lb?M⌃ of all and only stores that satisfy b, so that Lb?MS =
S \b filters the concrete stores in S making b true. The usual
strongest post-condition for r on pre-condition P 2 S is thus
post[r]P =

4 JrKP . Analogously, postA[r]↵(P ) =
4 JrK]A↵(P ).

In the following, we will present some simple running
examples involving programs with just one variable, so that
V = {x}. In these cases, to simplify the notation, }(Z) will be
used to represent sets of stores in S, i.e., S 2 }(Z) represents
the set {� 2 ⌃ | �(x) 2 S} 2 S. Accordingly, Abs(}(Z))
will represent Abs(S). For example, {�2, 2} will be used to
represent a more verbose expression such as x = �2_x = 2.

III. ON THE LIMITS OF (GLOBAL) COMPLETENESS

It has been proven in [3], [16] that completeness holds
for all programs in a Turing complete programming language
only for trivial abstract domains. This means that the only
abstract domains that are complete for all programs are the
straightforward ones: the identical abstraction, making abstract
and concrete semantics the same, and the top abstraction,
making all programs equivalent by abstract semantics. In [16]
the authors observed that since skip is always trivially com-
plete and composition, conditional and loop statements all

preserve the completeness of their subprograms, the only
sources of incompleteness may arise from assignments and
Boolean guards. Nevertheless, one can logically prove the
completeness of specific programs by structural induction on
their syntax, as done by the basic proof system in [16]. In this
case, the completeness of (the semantic functions associated
with) assignments and Boolean guards occurring in a program
is a sufficient condition to guarantee the completeness of the
whole program. While the completeness of assignments has
been extensively studied (e.g., the completeness conditions for
assignments in major numerical domains such as intervals,
congruences, octagons and affine relations have been fully
settled [16], [21]), the case of Boolean guards is troublesome
and largely unexplored. In particular, in the case of conditional
and loop statements, the completeness on a store abstraction
A calls for the validity of the conditions CA(Jb?K) and
CA(J¬b?K), or, equivalently,

8S 2 S . A(S \ b) = A(A(S) \ b) &

A(S \ ¬b) = A(A(S) \ ¬b)
(5)

The adjective global in the section title refers to the universal
quantification over any possible set S of stores in (5), which
we prove to be a major limitation. The following results
provide a sufficient and necessary condition on the abstract
domain A for guaranteeing both CA(Jb?K) and CA(J¬b?K). It
is worth remarking that the same result extends to any arbitrary
distributive concrete domain C whenever b admits a comple-
ment ¬b, even if the whole lattice C is not complemented.

We first observe that when the functions Jb?K and J¬b?K
are complete in a strict abstract domain A, then b and ¬b are
necessarily expressible in A.

Lemma III.1 Let A 2 Abs(S) be strict. If CA(Jb?K) and
CA(J¬b?K) hold then b and ¬b are expressible in A.

Furthermore, when b and ¬b are both expressible in A, it
turns out that the completeness of Jb?K and J¬b?K boils down
to a co-additivity requirement of the abstraction map ↵ or,
equivalently, an additivity requirement for the concretization
map �. This is clearly a way too strong requirement in
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the abstract domain is a complete join and meet sublattice of
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Then, CA(Jb?K) and CA(J¬b?K) hold iff
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and ↵ and � are called, resp., abstraction and concretization
maps. We only consider GCs such that ↵� = idA, called
Galois insertions (GIs), where ↵ is onto and � is 1-1. Let
us recall that ↵ is additive and � is co-additive. We use
Abs(C) to denote the class of abstract domains of C and write
A↵,� 2 Abs(C) to make explicit the maps h↵, �i. An abstract
domain A↵,� 2 Abs(C) is strict when �(?A) = ? and a
concrete value c 2 C is expressible in A when �↵(c) = c,
while if c < �↵(c) holds then c is (strictly) approximated in
A. Notice that �(A) and C r �(A) are the sets of concrete
values which are, resp., expressible and approximated in A. An
abstract domain A is trivial if it is isomorphic to the concrete
domain C (i.e., �↵ = id ) or it is a singleton (i.e., �↵ = �x.>).

1) Correctness: Given an abstract domain A↵,� 2 Abs(C)
and a concrete operation f : C ! C (a generalization
to n-ary functions of type Cn ! C can be easily done
pointwise), an abstract function f ] : A ! A is a correct
(or sound) approximation of f when ↵f A f ]↵ holds. It
is known that if f ] is a correct approximation of f then we
also have fixpoint correctness when least fixpoints exist, i.e.,
↵(lfp(f)) A lfp(f ]) holds. The best correct approximation
(bca) of f in A is the abstract function fA =

4
↵ � f � �. Any

other abstract function f ] : A ! A is a correct approximation
of f iff fA A f ], i.e. f ] is less precise than fA.

2) Completeness: The abstract function f ] is a complete
approximation of f (or just complete) if ↵ � f = f ] �↵ holds.
The abstract domain A is called a complete abstraction for f
if there exists a complete approximation f ] : A ! A of f .
Completeness of f ] intuitively encodes the greatest achievable
precision when abstracting the concrete behaviour of f on the
abstract domain A. In a complete approximation f ] the only
loss of precision is due to the abstract domain and not to the
abstract function itself. Analogously to soundness, complete-
ness transfers to fixpoints, meaning that if f ] is complete for f
then fixpoint completeness ↵(lfp(f)) = lfp(f ]) holds. It turns
out that there exists an abstract function f ] : A ! A such that
completeness ↵ � f = f ] �↵ holds iff ↵ � f = ↵ � f � � �↵ iff
(�↵) � f = (�↵) � f � (�↵) = � � fA �↵. Thus, the possibility
of defining a complete approximation f ] of f on some abstract
domain A 2 Abs(C) only depends upon the bca fA of f in
A, i.e., completeness is a property of the abstract domain only
and any trivial abstract domain is complete for any f . In the
following, we write both “A is complete for f” and “f is
complete on A”, and, when convenient, we use A in place of
the function �↵ : C ! C (which is an upper closure operator
on C), as we did in the Introduction, e.g., for Int({�7, 7}).
We write CA(f) to denote that A is complete for f :

CA(f) ,4 A � f = A � f �A . (2)

B. Regular Commands
Following O’Hearn [24] (see also Winskel [29, Chapter 14,

Exercise 14.4]) we consider a language of regular commands:

Reg 3 r ::= e | r; r | r � r | r⇤

which is general enough to cover deterministic imperative
languages as well as other programming paradigms that in-

clude, e.g., nondeterministic and probabilistic computations,
and equational systems such as Kleene algebras with tests [19],
[20]. The language is parametric on the syntax of basic transfer
expressions (or functions) e 2 Exp, which provide the basic
commands and can be instantiated with different kinds of
instructions such as (nondeterministic or parallel) assignments,
(Boolean) guards or assumptions, error generation primitives,
etc. More generally, regular commands can be used in the
context of strategy languages for rewrite systems, where basic
instructions can serve to represent enabling conditions for the
applicability of rewrite rules or their application [2], [14],
[13, Section 4]. Then, the term r1; r2 represents sequential
composition, the term r1 � r2 represents a choice command
that can behave as either r1 or r2, and the term r⇤ is the Kleene
iteration of r where r can be executed 0 or any bounded number
of times in a sequence. As an abbreviation, we write rn for
the sequence r; ...; r of n instances of r and let Exp(r) be the
set of basic transfer expressions occurring in r 2 Reg.

1) Concrete semantics: We assume that basic transfer ex-
pressions have a semantics L ·M : Exp ! C ! C on a complete
lattice C such that LeM is an additive function. This assumption
can be done w.l.o.g. in Hoare-like (or collecting) program
semantics, since the basic transfer functions are always defined
by an additive lifting, namely, they are defined as successor or
predecessor transformer of a transition relation The concrete
semantics J·K : Reg ! C ! C of regular commands is
inductively defined as follows:

JeKc =4 LeMc Jr1 � r2Kc =
4 Jr1Kc _ Jr2Kc

Jr1; r2Kc =
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2) Abstract Semantics: The abstract semantics of regular
commands J·K]A : Reg ! A ! A on an abstract domain
A↵,� 2 Abs(C) is defined by structural induction as follows:
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It is also easy to check by structural induction that the
abstract semantics in (4) is monotonic and correct, i.e.,
↵ � JrK A JrK]A �↵ holds. Let us point out that as abstract
semantics of basic expressions e we consider their bcas on A,
i.e., we assume that no additional loss of precision is due
to their interpretation. We remark that this is the standard
definition by structural induction of abstract semantics used
in abstract interpretation, adapted to the language of regular
commands. Therefore, it turns out that the abstract semantics
of the choice command preserves bcas, namely Jr1� r2KAa =
Jr1KAa_AJr2KAa. This property of preserving bcas, in general,
does not hold for sequential composition and Kleene iteration:
for example, Jr2KA � Jr1KA is not guaranteed to be the bca
Jr1; r2KA. On the other hand, it can be easily seen, by structural
induction, that all the definitions in (4) preserve completeness,
meaning that if Jr1K]A, Jr2K

]
A, JrK

]
A are complete, then Jr1; r2K]A,

Jr1 � r2K]A and Jr⇤K]A are complete as well.

and ↵ and � are called, resp., abstraction and concretization
maps. We only consider GCs such that ↵� = idA, called
Galois insertions (GIs), where ↵ is onto and � is 1-1. Let
us recall that ↵ is additive and � is co-additive. We use
Abs(C) to denote the class of abstract domains of C and write
A↵,� 2 Abs(C) to make explicit the maps h↵, �i. An abstract
domain A↵,� 2 Abs(C) is strict when �(?A) = ? and a
concrete value c 2 C is expressible in A when �↵(c) = c,
while if c < �↵(c) holds then c is (strictly) approximated in
A. Notice that �(A) and C r �(A) are the sets of concrete
values which are, resp., expressible and approximated in A. An
abstract domain A is trivial if it is isomorphic to the concrete
domain C (i.e., �↵ = id ) or it is a singleton (i.e., �↵ = �x.>).

1) Correctness: Given an abstract domain A↵,� 2 Abs(C)
and a concrete operation f : C ! C (a generalization
to n-ary functions of type Cn ! C can be easily done
pointwise), an abstract function f ] : A ! A is a correct
(or sound) approximation of f when ↵f A f ]↵ holds. It
is known that if f ] is a correct approximation of f then we
also have fixpoint correctness when least fixpoints exist, i.e.,
↵(lfp(f)) A lfp(f ]) holds. The best correct approximation
(bca) of f in A is the abstract function fA =

4
↵ � f � �. Any

other abstract function f ] : A ! A is a correct approximation
of f iff fA A f ], i.e. f ] is less precise than fA.

2) Completeness: The abstract function f ] is a complete
approximation of f (or just complete) if ↵ � f = f ] �↵ holds.
The abstract domain A is called a complete abstraction for f
if there exists a complete approximation f ] : A ! A of f .
Completeness of f ] intuitively encodes the greatest achievable
precision when abstracting the concrete behaviour of f on the
abstract domain A. In a complete approximation f ] the only
loss of precision is due to the abstract domain and not to the
abstract function itself. Analogously to soundness, complete-
ness transfers to fixpoints, meaning that if f ] is complete for f
then fixpoint completeness ↵(lfp(f)) = lfp(f ]) holds. It turns
out that there exists an abstract function f ] : A ! A such that
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(�↵) � f = (�↵) � f � (�↵) = � � fA �↵. Thus, the possibility
of defining a complete approximation f ] of f on some abstract
domain A 2 Abs(C) only depends upon the bca fA of f in
A, i.e., completeness is a property of the abstract domain only
and any trivial abstract domain is complete for any f . In the
following, we write both “A is complete for f” and “f is
complete on A”, and, when convenient, we use A in place of
the function �↵ : C ! C (which is an upper closure operator
on C), as we did in the Introduction, e.g., for Int({�7, 7}).
We write CA(f) to denote that A is complete for f :

CA(f) ,4 A � f = A � f �A . (2)

B. Regular Commands
Following O’Hearn [24] (see also Winskel [29, Chapter 14,

Exercise 14.4]) we consider a language of regular commands:
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which is general enough to cover deterministic imperative
languages as well as other programming paradigms that in-

clude, e.g., nondeterministic and probabilistic computations,
and equational systems such as Kleene algebras with tests [19],
[20]. The language is parametric on the syntax of basic transfer
expressions (or functions) e 2 Exp, which provide the basic
commands and can be instantiated with different kinds of
instructions such as (nondeterministic or parallel) assignments,
(Boolean) guards or assumptions, error generation primitives,
etc. More generally, regular commands can be used in the
context of strategy languages for rewrite systems, where basic
instructions can serve to represent enabling conditions for the
applicability of rewrite rules or their application [2], [14],
[13, Section 4]. Then, the term r1; r2 represents sequential
composition, the term r1 � r2 represents a choice command
that can behave as either r1 or r2, and the term r⇤ is the Kleene
iteration of r where r can be executed 0 or any bounded number
of times in a sequence. As an abbreviation, we write rn for
the sequence r; ...; r of n instances of r and let Exp(r) be the
set of basic transfer expressions occurring in r 2 Reg.

1) Concrete semantics: We assume that basic transfer ex-
pressions have a semantics L ·M : Exp ! C ! C on a complete
lattice C such that LeM is an additive function. This assumption
can be done w.l.o.g. in Hoare-like (or collecting) program
semantics, since the basic transfer functions are always defined
by an additive lifting, namely, they are defined as successor or
predecessor transformer of a transition relation The concrete
semantics J·K : Reg ! C ! C of regular commands is
inductively defined as follows:
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It is also easy to check by structural induction that the
abstract semantics in (4) is monotonic and correct, i.e.,
↵ � JrK A JrK]A �↵ holds. Let us point out that as abstract
semantics of basic expressions e we consider their bcas on A,
i.e., we assume that no additional loss of precision is due
to their interpretation. We remark that this is the standard
definition by structural induction of abstract semantics used
in abstract interpretation, adapted to the language of regular
commands. Therefore, it turns out that the abstract semantics
of the choice command preserves bcas, namely Jr1� r2KAa =
Jr1KAa_AJr2KAa. This property of preserving bcas, in general,
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etc. More generally, regular commands can be used in the
context of strategy languages for rewrite systems, where basic
instructions can serve to represent enabling conditions for the
applicability of rewrite rules or their application [2], [14],
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composition, the term r1 � r2 represents a choice command
that can behave as either r1 or r2, and the term r⇤ is the Kleene
iteration of r where r can be executed 0 or any bounded number
of times in a sequence. As an abbreviation, we write rn for
the sequence r; ...; r of n instances of r and let Exp(r) be the
set of basic transfer expressions occurring in r 2 Reg.
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pressions have a semantics L ·M : Exp ! C ! C on a complete
lattice C such that LeM is an additive function. This assumption
can be done w.l.o.g. in Hoare-like (or collecting) program
semantics, since the basic transfer functions are always defined
by an additive lifting, namely, they are defined as successor or
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It is also easy to check by structural induction that the
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↵ � JrK A JrK]A �↵ holds. Let us point out that as abstract
semantics of basic expressions e we consider their bcas on A,
i.e., we assume that no additional loss of precision is due
to their interpretation. We remark that this is the standard
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in abstract interpretation, adapted to the language of regular
commands. Therefore, it turns out that the abstract semantics
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applicability of rewrite rules or their application [2], [14],
[13, Section 4]. Then, the term r1; r2 represents sequential
composition, the term r1 � r2 represents a choice command
that can behave as either r1 or r2, and the term r⇤ is the Kleene
iteration of r where r can be executed 0 or any bounded number
of times in a sequence. As an abbreviation, we write rn for
the sequence r; ...; r of n instances of r and let Exp(r) be the
set of basic transfer expressions occurring in r 2 Reg.

1) Concrete semantics: We assume that basic transfer ex-
pressions have a semantics L ·M : Exp ! C ! C on a complete
lattice C such that LeM is an additive function. This assumption
can be done w.l.o.g. in Hoare-like (or collecting) program
semantics, since the basic transfer functions are always defined
by an additive lifting, namely, they are defined as successor or
predecessor transformer of a transition relation The concrete
semantics J·K : Reg ! C ! C of regular commands is
inductively defined as follows:

JeKc =4 LeMc Jr1 � r2Kc =
4 Jr1Kc _ Jr2Kc

Jr1; r2Kc =
4 Jr2K(Jr1Kc) Jr⇤Kc =4

W
{JrKnc | n 2 N}

(3)

2) Abstract Semantics: The abstract semantics of regular
commands J·K]A : Reg ! A ! A on an abstract domain
A↵,� 2 Abs(C) is defined by structural induction as follows:

JeK]Aa =
4 JeKAa = (↵ � JeK � �)a

Jr1; r2K]Aa =
4 Jr2K]A(Jr1K

]
Aa)

Jr1 � r2K]Aa =
4 Jr1K]Aa _A Jr2K]Aa

Jr⇤K]Aa =
4 W

A{(JrK
]
A)

na | n 2 N}

(4)

It is also easy to check by structural induction that the
abstract semantics in (4) is monotonic and correct, i.e.,
↵ � JrK A JrK]A �↵ holds. Let us point out that as abstract
semantics of basic expressions e we consider their bcas on A,
i.e., we assume that no additional loss of precision is due
to their interpretation. We remark that this is the standard
definition by structural induction of abstract semantics used
in abstract interpretation, adapted to the language of regular
commands. Therefore, it turns out that the abstract semantics
of the choice command preserves bcas, namely Jr1� r2KAa =
Jr1KAa_AJr2KAa. This property of preserving bcas, in general,
does not hold for sequential composition and Kleene iteration:
for example, Jr2KA � Jr1KA is not guaranteed to be the bca
Jr1; r2KA. On the other hand, it can be easily seen, by structural
induction, that all the definitions in (4) preserve completeness,
meaning that if Jr1K]A, Jr2K

]
A, JrK

]
A are complete, then Jr1; r2K]A,

Jr1 � r2K]A and Jr⇤K]A are complete as well.

Just a composition of bcas!



Intervals
Elements of A:

•  the empty set of values

• ,  ,   

⊥
(n0, n1) n0 ∈ (ℤ ∪ {−∞}) n1 ∈ (ℤ ∪ {+∞}), n0 ≤ n1

 is the interval inclusion⊑

[−∞, + ∞]

⊥
<latexit sha1_base64="8IIMEhBJ5MtV+AbWSf2l7Uq3i7U="></latexit>

↵(c) = ? if c = ;,
↵(c) = [min(c),max(c)] if c 6= ;,min(c) and max(c) exists

↵(c) = [min(c),+1] if c 6= ;,min(c) exists

↵(c) = [�1,max(c)] if c 6= ;,max(c) exists

↵(c) = [�1,+1] otherwise

<latexit sha1_base64="auJurYNxGqazMyJnZF6Ja4qLQbM="></latexit>

�(?) = {}
�([n0, n1]) = { n 2 Z | n0  n  n1}

�([�1, n1]) = { n 2 Z | n  n1}
�([n0,+1]) = { n 2 Z | n0  n}

�([�1,+1]) = Z

… …

…

An example of program analysis: Intervals domain
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Concrete
P = {−7,7}
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{7}
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good for proving correctness 
but not for bug finding!
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Completeness + Turing Equivalence = Trivial domains

Th. Only trivial abstractions are complete  
for Turing equivalent programming languages

A = Id ∨ A = λ S . ⊤

Th. Completeness depends only on the 
basic expressions allowed in the syntax 
(guards and assignments)

e.g. Int is (non-trivial and) complete for any assignment



Sources of Incompleteness 
and Local Completeness



Guards are hard to handle

Th. A domain can be complete only for guards 
that are expressible in it

e.g. Int cannot be complete for x=0 
    (because (x≠0) is not expressible in Int)

What if we add the abstract point x≠0? 
After Moore closure: intervals with or without holes in zero 
The domain  is no longer complete for sums!:/4≠0



Necessary and sufficient conditions for guard completeness

Th. A domain is complete for b?/-b? iff 
it contains any union of abstract points below b/-b

⊥

b¬b

a1 a2

a1 ∨ a2



Necessary and sufficient conditions for guard completeness

Th. A domain is complete for b?/-b? iff 
it contains any union of abstract points below b/-b

e.g. Int is not complete for x≤0/x>0 
    (because x<-2 is expressible and below x≤0 
            x>2 is expressible and below x>0 
     but (x<-2 or x>2) is not expressible in Int)



Local Completeness

Global completeness

A f = A f A
∀c . A f (c) = A f A (c)

Local completeness at c

A f (c) = A f A (c)

We must abandon the ambition of being complete 
for every program and for every input!

Local completeness is about a given program and a given input

ℂA
c ( f )



Locally Complete Analysis

Th.

Q ≤ [["]]P ∧ [["]]♯A(P) = A(Q) ∧ S = A(S) ⇒

Verification

( [["]]P ≤ S ⇔ Q ≤ S )

Q ≤ [["]]P

∧ [["]]♯A(P) = A(Q)

⇒ A(Q) ≤ A([["]]P) ≤ [["]]♯A(P)

⇒ A([["]]P) = [["]]♯A(P)

∧ S = A(S) ⇒ [["]]P ≤ S ⇔ A([["]]P) ≤ A(S) = S
⇔ A(Q) ≤ A(S) = S ⇔ Q ≤ S

under-approx + local completeness + spec expressible



Local Completeness Logic 
(LCL)



The Rules of LCL

CA
P (e)

`A [P ] e [JeKP ]
(transfer)

P 0  P  A(P 0) `A [P 0] r [Q0] Q  Q0  A(Q)

`A [P ] r [Q]
(relax)

`A [P ] r1 [R] `A [R] r2 [Q]

`A [P ] r1; r2 [Q]
(seq)

`A [P ] r1 [Q1] `A [P ] r2 [Q2]

`A [P ] r1 � r2 [Q1 _Q2]
(join)

`A [P ] r [R] `A [P _R] r⇤ [Q]

`A [P ] r⇤ [Q]
(rec)

`A [P ] r [Q] Q  A(P )

`A [P ] r⇤ [P _Q]
(iterate)

Fig. 3: The Proof System LCLA.

CIntP1
(Jb1?K)

`Int [P1] b1? [{1, 999, 1000}]
(transfer)

CInt{1,999,1000}(Je1K)

`Int [{1, 999, 1000}] e1? [{0, 998, 999}]
(transfer)

`Int [P1] r1 [{0, 998, 999}]
(seq)

CIntP1
(Jb2?K)

`Int [P1] b2? [{0, 1, 999}]
(transfer)

CInt{0,1,999}(Je2K)

`Int [{0, 1, 999}] e2 [{1, 2, 1000}]
(transfer)

`Int [P1] r2 [{1, 2, 1000}]
(seq)

`Int [P1] r1 � r2 [{0, 1, 2, 998, 999, 1000}]
(join)

(?)
(iterate)

CIntP (Jb1?K)
`Int [P ] b1? [P ]

(transfer)
CIntP (Je1K)

`Int [P ] e1 [{0, 998}]
(transfer)

`Int [P ] r1 [{0, 998}]
(seq)

CIntP (Jb2?K)
`Int [P ] b2? [P ]

(transfer)
CIntP (Je2K)

`Int [P ] e2 [{2, 1000}]
(transfer)

`Int [P ] r2 [{2, 1000}]
(seq)

`Int [P ] r1 � r2 [{0, 2, 998, 1000}]
(join)

(?)

`Int [{0, 1, 999, 1000}] r [{0, 1, 2, 998, 999, 1000}]
(iterate)

`Int [{0, 1, 2, 998, 999, 1000}] r [{0, 2, 1000}]
(relax)

`Int [P ] r [{0, 2, 1000}]
(rec)

Fig. 4: Derivation of `Int [P = {1, 999}] r [{0, 2, 1000}] for Example V.2.

CSign
P

(Jx  0?K)

`Sign [P ] x  0? [{�10,�1}]
(transfer)

CSign{�10,�1}(Jx := x ⇤ 10K)

`Sign [{�10,�1}] x := x ⇤ 10 [{�100,�10}]
(transfer)

`Sign [P ] x  0?; x := x ⇤ 10 [{�100,�10}] {�100,�10} ✓ Sign(P ) = Z 6=0
(seq)

`Sign [P ] (x  0?; x := x ⇤ 10)⇤ [{�100,�10,�1, 100}] {�100, 100} ✓ {�100,�10,�1, 100} ✓ Sign({�100, 100}) = Z 6=0

(iterate)

`Sign [P ] (x  0?; x := x ⇤ 10)⇤ [{�100, 100}]
(relax)

CSign{�100,100}(J0 < x?K)

`Sign [{�100, 100}] 0 < x? [{100}]
(transfer)

`Sign [P ] c [{100}]
(seq)

Fig. 5: Derivation of `Sign [P = {�10,�1, 100}] c [{100}] for Example V.3.

Example V.2 Let us consider the interval domain Int, the pre-
condition P =

4 {1, 999} and the command r =
4
(r1�r2)⇤ where

r1 =
4
(0 < x?;x := x� 1) r2 =

4
(x < 1000?;x := x+ 1)

The triple `Int [P ] r [{0, 2, 1000}] can be derived as shown in
Fig. 4, where for brevity we let:

b1 =
4
0 < x e1 =

4
x := x� 1 P1 =

4 {0, 1, 999, 1000}
b2 =

4
x < 1000 e2 =

4
x := x+ 1

Notably, each instance of rule (transfer) used in the derivation
exposes a proof obligation (such as CInt

P (Je2K), CInt
P1
(Jb1?K),

etc.) concerning the local completeness of a basic transfer
function. This proof needs just one application of (rec) to
compute an under-approximation of post[r]P = JrKP , because
the rule (iterate) can stop the unfolding of the Kleene iterate
operator as soon as an abstract invariant is detected, before
the actual concrete invariant is fully computed (in this case
the abstract invariant is detected by {0, 1, 2, 998, 999, 1000} ✓
[0, 1000]). Moreover, (relax) is exploited to reduce the number
of values to be taken into account (along the pre-conditions by
navigating the derivation tree bottom-up and along the post-
conditions when the tree is explored top-down).
Finally, a similar result is soon obtained on any input Pk =

4

{k, 999} for some k 2 N, by applying the rule (rec) for k
times: then the rule (iterate) can be used.

Example V.3 Let us consider the domain Sign, the pre-con-
dition P =

4 {�10,�1, 100} and the Imp program

c =
4

while (x  0) do x := x ⇤ 10
= (x  0? ; x := x ⇤ 10)⇤ ; 0 < x?

Let us verify that c does not satisfy the correctness speci-
fication Spec =

4
x < 10, even if the loop c diverges on

inputs {�10,�1}. The derivation in Fig. 5 proves the triple
`Sign [P ] c [{100}]. As the post-condition {100} is an under-
approximation of JrKP (cf. Theorem V.4 (1)), we conclude that
100 62 Spec is a true alert. Observe that all proof obligations
about local completeness due to rule (transfer) are satisfied,
as e.g., letting b =

4
x  0, for CSign

P (Jb?K), we have

Sign(Jb?KSign(P )) = Sign(Jb?KZ 6=0) = Sign(Z<0) = Z<0

Sign(Jb?KP ) = Sign({�10,�1}) = Z<0.

Of course, let us point out that some additional valid rules
could be added to our proof system, for example the following
two rules can be easily proved to be valid:

`A [P ] r [Q] Q  P

`A [P ] r⇤ [P ]
(invariant)

`A [P ] r [Q] A(P ) = A(Q)

`A [P ] r⇤ [Q]
(abs-fix)

Local completeness 
proof obligations Key (consequence) rule

Fixpoint acceleration by 
abstract interpretationTh. Logical Soundness

⊢A [P] " [Q] ⇒ Q ≤ [["]]P ≤ [["]]♯A(P) = A(Q)



Proof obligations: local completeness for basic expressions 
(all the other rules preserve local completeness)

⊢A [P] 6 [[[6]]P]
A([[6]]P) = A([[6]]A(P))

(4AB/C36A)

locally complete!

⊢:/4 [{−7,7}] x := x + 1 [{−6,8}]
(4AB/C36A)
assignments

not locally complete!

⊢:/4 [{−7,7}] D < E? [{−7}]
(4AB/C36A)
guards

The Proof System (compositional reasoning!)



Proof obligations: local completeness for basic expressions 
(all the other rules preserve local completeness)

⊢A [P] 6 [[[6]]P]
A([[6]]P) = A([[6]]A(P))

(4AB/C36A)

locally complete!

⊢:/4 [{−7,7}] x := x + 1 [{−6,8}]
(4AB/C36A)
assignments

The Proof System (compositional reasoning!)

locally complete!

⊢:/4 [{−7, − 1,7}] D < E? [{−7, − 1}]
(4AB/C36A)
guards



The key new consequence rule

⊢A [P] " [Q]
⊢A [P′ ] " [Q′ ] Q A(Q)≤ Q′ ≤P′ ≤ P ≤ A(P′ )

(A6GBD)

⊢A [P′ ] " [Q′ ] Q′ 

P′ 

A(Q′ )A(P′ )



The key new consequence rule

⊢A [P] " [Q]
⊢A [P′ ] " [Q′ ] Q A(Q)≤ Q′ ≤P′ ≤ P ≤ A(P′ )

(A6GBD)

A(Q′ )A(P′ )

QP

= A(P) A(Q) =

⊢A [P] " [Q]

we can weaken the precondition…  and strengthen the postcondition as far as we preserve  
their abstractions



Fixpoint acceleration

CA
P (e)

`A [P ] e [JeKP ]
(transfer)

P 0  P  A(P 0) `A [P 0] r [Q0] Q  Q0  A(Q)

`A [P ] r [Q]
(relax)

`A [P ] r1 [R] `A [R] r2 [Q]

`A [P ] r1; r2 [Q]
(seq)

`A [P ] r1 [Q1] `A [P ] r2 [Q2]

`A [P ] r1 � r2 [Q1 _Q2]
(join)

`A [P ] r [R] `A [P _R] r⇤ [Q]

`A [P ] r⇤ [Q]
(rec)

`A [P ] r [Q] Q  A(P )

`A [P ] r⇤ [P _Q]
(iterate)

Fig. 3: The Proof System LCLA.

CIntP1
(Jb1?K)

`Int [P1] b1? [{1, 999, 1000}]
(transfer)

CInt{1,999,1000}(Je1K)

`Int [{1, 999, 1000}] e1? [{0, 998, 999}]
(transfer)

`Int [P1] r1 [{0, 998, 999}]
(seq)

CIntP1
(Jb2?K)

`Int [P1] b2? [{0, 1, 999}]
(transfer)

CInt{0,1,999}(Je2K)

`Int [{0, 1, 999}] e2 [{1, 2, 1000}]
(transfer)

`Int [P1] r2 [{1, 2, 1000}]
(seq)

`Int [P1] r1 � r2 [{0, 1, 2, 998, 999, 1000}]
(join)

(?)
(iterate)

CIntP (Jb1?K)
`Int [P ] b1? [P ]

(transfer)
CIntP (Je1K)

`Int [P ] e1 [{0, 998}]
(transfer)

`Int [P ] r1 [{0, 998}]
(seq)

CIntP (Jb2?K)
`Int [P ] b2? [P ]

(transfer)
CIntP (Je2K)

`Int [P ] e2 [{2, 1000}]
(transfer)

`Int [P ] r2 [{2, 1000}]
(seq)

`Int [P ] r1 � r2 [{0, 2, 998, 1000}]
(join)

(?)

`Int [{0, 1, 999, 1000}] r [{0, 1, 2, 998, 999, 1000}]
(iterate)

`Int [{0, 1, 2, 998, 999, 1000}] r [{0, 2, 1000}]
(relax)

`Int [P ] r [{0, 2, 1000}]
(rec)

Fig. 4: Derivation of `Int [P = {1, 999}] r [{0, 2, 1000}] for Example V.2.
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4 {1, 999} and the command r =
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r1 =
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4

{k, 999} for some k 2 N, by applying the rule (rec) for k
times: then the rule (iterate) can be used.

Example V.3 Let us consider the domain Sign, the pre-con-
dition P =

4 {�10,�1, 100} and the Imp program

c =
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= (x  0? ; x := x ⇤ 10)⇤ ; 0 < x?

Let us verify that c does not satisfy the correctness speci-
fication Spec =
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x < 10, even if the loop c diverges on

inputs {�10,�1}. The derivation in Fig. 5 proves the triple
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Main results

Th. Logical Completeness

Th. Intrinsic Incompleteness

Th. Verification
correctness +     bug finding!

any provable triple either shows the program correct or exposes some error

if the abstraction is complete for every basic expressions in the program, 
then any valid triple is provable 

for any Turing complete language and any non-trivial abstraction, 
there are valid triples that cannot be proved 



Combine Abstract Domains



Proof obligations and domain refinement

Suppose  and ⊢A1
[P] AH [R] ⊢A2

[R] AI [Q]

Can we conclude  for some ?⊢A [P] AH ; AI [Q] A

The reduced product domain  may not workA = A1 ⊓ A2

Idea: combine more abstract domains in the same derivation



The rule refine

take a more 
 precise domain

preserve abstractions 
of pre-conditions

Th. Logical Soundness
⊢A [P] " [Q] ⇒ Q ≤ [["]]P ≤ A(Q)

extensional analysis: 
cannot guarantee that 

 [["]]♯A(P) = A(Q)

A Correctness and Incorrectness Program Logic 15:37

Fig. 11. The refinement rule of LCL!A .

8 A LOGIC FOR LOCALLY COMPLETE BEST CORRECT APPROXIMATIONS
When a provable triple "A [p] r [q] is used for program veri!cation, we exploit the following
property:

q ≤ !r"p ≤ α (!r"p) = α (q), (§)
so that, by under-approximation q ≤ !r"p, any alarm in q is a true alarm for p, and, by over-
approximation !r"p ≤ α (q), the lack of alarms in α (q) entails the correctness of p. In LCLA, local
completeness can be viewed as a technical assumption to infer (§), meaning that it is a necessary
condition for deriving "A [p] r [q] within our proof system, since we are able to prove only triples
that satisfy local completeness !r"!Aα (p) = α (!r"p) (cf. Theorem 5.5). In this section, we show that it
is possible to relax our program logic so that local completeness is not required for the intensional
and inductively de!ned abstract interpreter !r"!A but merely for the best correct approximation
!r"A ! α ◦ !r" ◦γ of the extensional concrete semantics !r". This is achieved by allowing di"erent
abstract domains in di"erent sub-derivations to increase the precision of the analysis whenever
necessary. Without the extension proposed in this section, whenever it would be convenient to use
di"erent abstract domains for di"erent parts of the proof, the only possibility would be to check if
it is possible to complete the derivation in the abstract domain obtained as the reduced product of
all domains involved in every sub-derivation: For example, if we are able to derive "A1 [p] r1 [w]
and "A2 [w] r2 [q], then we could try to derive "A1%A2 [p] r1; r2 [q] leveraging the reduced product
A1%A2. One remarkable advantage of using di"erent abstractions within the same derivation will
be that it is not necessary to consider their join at every step.

This extension of LCLA is obtained by adding the rule (refine) in Figure 11, where we recall
that ! denotes the re!nement relation between abstract domains and write "!A [p] r [q] for a triple
that can be derived in this extended proof system LCL!A ! LCLA ∪ {(refine)}. When A is not
locally complete for r on p, (refine) allows us to exploit an abstraction re!nementA′ ofA, which is
locally complete provided that the over-approximations in A and A′ of both p and q coincide. The
soundness result for LCL!A shows that any triple "!A [p] r [q] still ensures thatq ≤ !r"p ≤ α (q) holds.
Let us remark that the only di"erence in soundness of LCLA and LCL!A , as stated by Theorems 5.5
and 8.1, is that the intensional abstract semantics !r"!A of Theorem 5.5 is replaced by the bca !r"A

of Theorem 8.1.
Theorem 8.1 (Soundness of LCL!A ). Let Aα,γ ∈ Abs(C ). For all r ∈ Reg, p,q ∈ C , if "!A [p] r [q]

then:

(1) q ≤ !r"p, and
(2) !r"Aα (p) = α (q) = α (!r"p).

Proof. As in the proof of Theorem 5.5, we refer to the equality !r"Aα (p) = α (q) as (2a) and
use (2b) for the equality !r"Aα (p) = α (!r"p). We then recall that (2b) follows immediately by (1)
and (2a).

The proof is by induction on the derivation tree of "!A [p] r [q]. For the cases where the
last used rule is in LCLA (in Figure 4), the proof follows the same pattern of the proof of
Theorem 5.5: for (1) there is nothing to change, while for (2) we just need to replace !·"!A with !·"A
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<latexit sha1_base64="uIJ5hLcy9g4YQEWacCLadpl/Lc4="></latexit>
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re�nement of � which is locally complete on 2 , in general,
does not exist. For instance, in Example 4.6 we have shown
that the two pointed re�nements �[0,2] and �{0,2} are both
locally complete but their common abstraction�[0,2] t�{0,2}
is � itself, which is not locally complete. Notice that for
the standard precision ordering v in the lattice of abstract
interpretations Abs(⇠), the locally complete pointed re�ne-
ments �[0,2] and �{0,2} turn out to be incomparable because
�[0,2] * �{0,2} and �{0,2} * �[0,2] . Nevertheless, we argue
that the pointed re�nement �[0,2] should be preferred to �{0,2}
because the new point [0, 2] is more abstract than {0, 2},
namely, {0, 2} ( [0, 2] holds. One further reason support-
ing our claim is that, due to the convexity property of local
completeness mentioned after De�nition 4.1, the choice of a
more abstract approximation 2• for 2 guarantees that local
completeness holds not only for 2 but also for any concrete
element in between 2 and 2•. We therefore put forward a
novel notion of shell re�nement of abstract domains, which
is restricted to pointed re�nements �G and compares them
by the relative precision ordering of their new point G .
De�nition 4.8 (Pointed Shells). Let 5 : ⇠ ! ⇠ be mono-
tone, � 2 Abs(⇠) and 2 2 ⇠ . The pointed locally complete
shell, pointed shell for short, of � in 2 exists when

max({G 2 ⇠ | G  �(2), C�G
2 (5 )}) = {D} (1)

and, in such a case, this pointed shell is �D 2 Abs(⇠). ⇤

Let us remark that the condition G  �(2) in (1) is justi�ed
by Lemma 4.7, as discussed above. We therefore give the
following main result that: (i) by leveraging Theorem 4.4,
characterizes the point D of a pointed shell �D , and (ii) when
5 is additive, provides a necessary and su�cient condition
for the existence of a pointed shell.
Theorem 4.9 (Existence of Pointed Shells). Let us consider
5 : ⇠ ! ⇠ , � 2 Abs(⇠) and 2 2 ⇠ , and let D =4 _L�2,5 .
(i) If 5 is monotone then: C�D

2 (5 ) , �D is the pointed shell
of � for 5 on 2 .

(ii) If 5 is additive then: C�D
2 (5 ) , (5 (2)  D) 5 (D)  D).

Hence, for an additive function 5 , such as a collecting
semantics, and the new concrete element D = _L�2,5 , the
pointed shell of � exists exactly when 5 (2) ⇥ D or 5 (D)  D
holds, and in such a case �D is the pointed shell.
Example 4.10. Consider again Example 4.6 dealing with
local completeness of the function 5 = JG := G + 1K on input
% = {0, 2} in the toy abstract domain � = {Z, [0, 4], [1, 3]}.
We have: L�%,5 = {- 2 ®(Z) | - ✓ �(%), 5 (- ) ✓ �5 (%)} =
{- 2 ®(Z) | - ✓ [0, 4], 5 (- ) ✓ [1, 3]}, so thatD = [L�%,5 =
[0, 2]. Since 5 (%) = {1, 3} * [0, 2] = D, the condition of
Theorem 4.9 (ii) is satis�ed, because its premise 5 (%) ✓ D is
false, thus �[0,2] is the pointed shell of � for 5 on % .
Consider now Example 4.5, showing that Int is not locally
complete on %2 = {0, 3} for the program c in Example 4.2. We

have already seen that D = [LInt
%2,JcK = {0, 3}. Since JcK%2 =

{1} * {0, 3} = D holds, the condition JcK%2 ✓ D ) JcKD ✓ D
of Theorem 4.9 (ii) is satis�ed, and Int{0,3} = Int [ {0, 3} is
the pointed shell of Int for JcK on %2. ⇤

4.4 Boolean Guards
Boolean guards are particularly important in this scenario
because, as argued in [28], they represent the major source
of incompleteness. In this case we are interested in achieving
local completeness for two transfer functions Jb?K and J¬b?K.
De�nition 4.8 can be slightly generalized as follows: the
pointed locally complete shell of � in 2 exists for a set of
functions � ✓ ⇠ ! ⇠ when:

max({G 2 ⇠ | G  �(2),85 2� .�G 5 (2) = �G 5 �G (2)})= {D}.
If this is the case, then�D is de�ned to be the pointed (locally
complete) shell of � for � . Interestingly, we constructively
prove that pointed shells for Boolean guards always exist.
Theorem 4.11 (Pointed Shell for Boolean Guards). Given
b 2 BExp, � 2 Abs(S) and % 2 S, let

D =4 (�(% \ b) \ b) [ (�(% \ ¬b) \ ¬b) 2 S.
Then, �D is the pointed shell for {Jb?K, J¬b?K} on % .
Example 4.12. Let us apply Theorem 4.11 to the case of the
interval domain and the Boolean guard b =4 (G > 0)? on the
point of incompleteness % = {�3,�1, 2}. Letting
D =4 (Int(% \ G  0) \ G  0) [ (Int(% \ G > 0) \ G > 0)
= (Int({�3,�1}) \ ¬b) [ (Int({2}) \ b) = [�3,�1][{2},

by closing under meets, we obtain that the pointed shell is
IntD = Int [

�
[�3,�1] [ {2}, [�2,�1] [ {2}, {�1, 2}

 
. ⇤

5 Repair Strategies
Whenever the current abstract domain is not precise enough
to prevent false-alarms, we advocate AIR as a way to opti-
mally re�ne the abstract domain so to remove false-alarms.

The general scenario consists of a composite transfer func-
tion 5 =4 5= � ... � 51, e.g., modeling the sequential composition
of 51, ..., 5= : ⇠ ! ⇠ , a concrete input 2 and a correctness spec-
i�cation 0 for which we want to decide whether 5 (2)  0 is
satis�ed, without actually computing 5 (2). In CEGAR, the
functions 5: are the post transformers of a transition system,
while in program veri�cation each 5: is the transfer function
of some basic command. In abstract interpretation, we select
an abstract domain� 2 Abs(⇠) such that the property0 is ex-
pressible in� and then we check whether 5 •��(2) � 0 holds,
where 5 •� =4 5 �= � ... � 5 �1 and each 5 �8 is the bca in � of 58 . In
the positive case, by soundness of abstract interpretation, we
are done. Otherwise, we cannot tell if the speci�cation 0 is
met or not, because the bca 5 � of 5 in� does not coincide, in
general, with 5 •� . However, if 5

•
��(2) = �(5 (2)) holds, then

from 5 •��(2) ⇥� 0 we can conclude that 0 is not met, because
�(5 (2)) ⇥� 0 implies 5 (2) ⇥ 0 when 0 2 �.
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interval domain and the Boolean guard b =4 (G > 0)? on the
point of incompleteness % = {�3,�1, 2}. Letting
D =4 (Int(% \ G  0) \ G  0) [ (Int(% \ G > 0) \ G > 0)
= (Int({�3,�1}) \ ¬b) [ (Int({2}) \ b) = [�3,�1][{2},

by closing under meets, we obtain that the pointed shell is
IntD = Int [

�
[�3,�1] [ {2}, [�2,�1] [ {2}, {�1, 2}

 
. ⇤

5 Repair Strategies
Whenever the current abstract domain is not precise enough
to prevent false-alarms, we advocate AIR as a way to opti-
mally re�ne the abstract domain so to remove false-alarms.

The general scenario consists of a composite transfer func-
tion 5 =4 5= � ... � 51, e.g., modeling the sequential composition
of 51, ..., 5= : ⇠ ! ⇠ , a concrete input 2 and a correctness spec-
i�cation 0 for which we want to decide whether 5 (2)  0 is
satis�ed, without actually computing 5 (2). In CEGAR, the
functions 5: are the post transformers of a transition system,
while in program veri�cation each 5: is the transfer function
of some basic command. In abstract interpretation, we select
an abstract domain� 2 Abs(⇠) such that the property0 is ex-
pressible in� and then we check whether 5 •��(2) � 0 holds,
where 5 •� =4 5 �= � ... � 5 �1 and each 5 �8 is the bca in � of 58 . In
the positive case, by soundness of abstract interpretation, we
are done. Otherwise, we cannot tell if the speci�cation 0 is
met or not, because the bca 5 � of 5 in� does not coincide, in
general, with 5 •� . However, if 5

•
��(2) = �(5 (2)) holds, then

from 5 •��(2) ⇥� 0 we can conclude that 0 is not met, because
�(5 (2)) ⇥� 0 implies 5 (2) ⇥ 0 when 0 2 �.
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checking whether JrK%  Spec holds. Abstract interpretation
exploits over-approximations to interpret r on a (tractable)
abstract domain �. By soundness of JrK•�, if JrK•�%  Spec
holds then JrK%  Spec follows, but the reverse implication
is not necessarily true. Nevertheless, if the abstraction � is
locally complete for JrK on % and Spec is expressible in �
then JrK%  Spec implies JrK•�%  Spec. In this section we
apply AIR to iteratively repair an initial, possibly incomplete,
abstract domain � to get a re�ned domain �# such that

JrK%  Spec , JrK•�#
%  Spec (6)

To see the analogy with abstract model checking, given
a CEGAR abstract counterexample c = h⌫1, ...,⌫=i, assume
that we de�ne a regular command rc =4 e1; e2; ...; e= such
that the semantics Je:K of each basic expression is exactly
the function postc: de�ned in (3). Then, if we take the input
property % =4 ⌫1 and a trivial speci�cation Spec =4 ?⇠ , it turns
out that Jrc K%  Spec holds i� c is spurious. The correspon-
dence with the general scenario presented in Section 5 is
recovered by taking 2 = % , 0 = Spec and 5: = postc: = Je:K.

7.1 Program Veri�cation by Forward Repair
The forward repair strategy is described by the pseudocode
in Algorithm 1. Here, we do not commit to a speci�c method-
ology to detect local incompleteness, because the approach
is independent of the way in which such completeness coun-
terexamples are found. Thus, we merely assume that an
oracle function find� is available for the abstraction�, which
takes as input a re�nement �# = � � # , simply passed as
# , a current set of stores % and a command r and, either
returns an under-approximation & satisfying &  JrK% and
�# (&) = �# (JrK%) — thus meaning that �# is locally com-
plete for JrK on % — or returns a pair h', ei for some set of
stores ' and basic command e occurring in r such that a local
completeness proof obligation C�#

' (e) is not met.
The procedure fRepair calls the oracle find�, and if this

returns a pair h', ei for a failed proof obligation C�' (e), then
the abstraction � is repaired by taking the pointed shell
returned by refine� (# ,', e). More precisely, refine� (# ,', e)
takes as input the current domain re�nement �# = � � # ,
the current set of stores ' and a basic expression e, and
outputs a �nite set # 0 ◆ # such that C�# 0

' (e) holds. This
oracle function find� is iteratively called until an under-
approximation& is eventually output by find�. Summing up,
fRepair� (# , %, r) takes as input a re�nement �# = � � # , a
command r and a concrete input % , and returns a pair h# 0,&i
such that # 0 ◆ # , &  JrK% , and �# 0 (&) = �# 0 (JrK%).
Theorem 7.1 (fRepair is Sound). For all � 2 Abs(⇠), �nite
# ✓ ⇠ , % 2 ⇠ , and r 2 Reg, if fRepair� (# , %, r) = h&,# 0i,
then # 0 ◆ # , C�# 0

% (r) and&  JrK%  �# 0 (&) = �# 0 (JrK%).
Example 7.2. Consider the regular command for AbsVal:

rAbs (G) =4 ((G � 0)?; skip) � ((G < 0)?;G := �G)

Algorithm 1: Forward repair procedure fRepair�
1 Function fRepair� (# ,%, r)
2 found := false;
3 do
4 out := find� (# ,%, r) ;
5 switch out do
6 case& do found := true; // underapprox.

7 case h', ei do # := refine� (# ,', e) ; // incompl.

8 while (¬found) ;
9 return h# , outi;

As discussed in Section 1, the analysis on Int of rAbs on input
� =4 {G | G is odd} and Spec =4 [1, +1] raises an alarm for the
allowed output G = 0 * Spec. To recognize whether this is a
true- or false-alarm, we apply the forward repair Algorithm 1,
where the oracle findInt (ú, � , rAbs) returns, as expected, the
proof obligation CInt� ((G � 0)?). Therefore, at line 7 the func-
tion refineInt (ú, � , (G � 0)?) is called. By Theorem 4.11, this
re�nement adds the new concrete element:

(Int(� \ (G � 0)) \ (G � 0))[ (Int(� \ (G < 0)) \ (G < 0))
= [1, +1] [ [�1,�1] = Z<0,

and consequently, by meet closure, all the intervals with a
hole in 0. In the next iteration, findInt ({Z<0}, � , rAbs) is called
and this returns & = {G 2 Z | G > 0, G is odd}. By Theo-
rem 7.1, we know that JrK%  Int{Z<0 } (&) = [1, +1] holds,
so that we infer that G = 0 was a false-alarm. ⇤

Whenever the abstract domain is re�ned, at the next itera-
tion the procedure find� performs a new full analysis in the
re�ned domain. Backward repair will overcome this issue.

7.2 Program Veri�cation by Backward Repair
The key idea of backward repair is to exploit as much as possi-
ble the abstract reasoning, disregarding the concrete input %
and the actual elements traversed by a concrete computation.
To achieve this, the target equivalence (6) is replaced by the
following stronger condition (7), guaranteeing that the re-
�nement �# is precise enough to decide the (in)correctness
of r not only for input % but also for any % 0  �(%):
8% 0  �(%) )

�
JrK•�#

% 0  Spec , JrK% 0  Spec
�

(7)

This condition (7) admits an equivalent formulation in terms
of weakest liberal precondition (see Theorem 7.4).
De�nition 7.3 (Valid Input). Given r 2 Reg, an input set
% 2 ⇠ , and Spec 2 ⇠ , we let:

Vh%, r, Speci =4 ‘
⇠ {% 0 2 ⇠ | % 0  %, JrK% 0  Spec}

denote the greatest valid input set. ⇤

It turns out that Vh%, r, Speci = % ^ ���(JrK, Spec). As an
example, for the basic expressions in Exp we have that:

Vh%, skip, (i =4 % \ (, Vh%, b?, (i =4 % \ (( [ ¬b),
Vh%, G := a, (i =4 {f 2 % | f [G 7! {|a|} f] 2 (}.
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¬ℂAN
R (6)

⊢AN
[P] A [Q]

given  try to find  such that A, N, P, A Q ⊢AN
[P] A [Q]

the latest set of refinements  and  are returnedN Q

update  and retryN



Slogan

AIR is to program verification  
what CEGAR is for model checking 

(we have shown that CEGAR is an instance of AIR)



Concluding Remarks



What next?

AIR with backward repair or 
how to find the most abstract domain 
refinement for proving correctness 

Difficulties in swapping the roles of over- 
and under-approximations 

LCL enhancements  
(local variables, rewrite strategy languages)

What else?
Expressiveness hierarchy  
of (locally) complete domains?  

Handling pointers and memory errors with 
ideas from separation logic 

Theoretical foundations for scalable bug-
catching and security tools 
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