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Evidential transactions (ETs) provide auditable and composable evidence that serves as a witness or a
proof that a transaction has been correctly executed by the named parties. For example, for issuing a
Visa, an applicant demonstrates, among other evidence, that he has sufficient financial means to visit
a foreign country. The form of evidence in ETs has traditionally been unstructured and informal, in
the form of paper-based evidence. This talk proposes a formal treatment of evidence based on proof
theory. In particular, we investigate the proof theory of Cyberlogic, an assertion logic for ETs, that
enables the combination of evidence represented as logical derivations and as digital certificates, i.e.,
electronic evidence signed by a principals secret key. We propose a proof system for Cyberlogic, re-
fining it with further constructions that support a wider range of ETs. We prove that the proof system
admits cut-elimination. Moreover, we propose a sound and complete focused proof system for the
refinement of Cyberlogic thus enabling efficient proof-search. Furthermore, we identify a fragment
of Cyberlogic, called Cyberlogic Programs, that can be used to efficiently program ETs using a vari-
ety of FOL engines. Finally, we propose Proof Certificate format for Cyberlogic Programs inspired
by Foundational Proof Certificates as a means to communicate evidence and check its validity.

1 Introduction

Trust in distributed exchanges in electronic commerce, business and administrative processes, and digital
government may be based on reputation measures or on audits of explicitly generated evidence of the
effects of such a transaction. The verification approach towards trustworthy exchanges as developed here
is based on the central notion of evidential distributed transaction, which involve the exchange of various
forms of verifiable evidence. For example, an evidential transaction (ET) might issue a visa, given that,
say, additional proof of sufficient financial means has been provided in the form of a digital certificate
whose validity can then be verified by customs authorities upon entry.

In earlier work we proposed Cyberlogic as a foundational logic for evidential transactions, where
some of the evidence can be in the form of digital certificates [3, 18]. Encryption in the form of digi-
tal signatures provides the underlying mechanism for transferring evidence in Cyberlogic, whereas the
verification of evidence is based on decryption.

In Cyberlogic, cryptographic keys K are identified with specific authorities, and attestations KsaysA
express the fact that principal K attests to statement A. In the example above, K may be the visa-granting
authority and A the statement that the visa requester is authorized to enter the specified country no later
than, say, by the end of the year and at most once. These kinds of statements are signed by the private
key of an authorized principal K to obtain a digital certificate c, so that c is evidence for the claim that K
attests to the statement A. This can be verified by decrypting c with the corresponding public key of K
to see it it gives A.
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These basic ingredients of Cyberlogic are expressive enough for encoding some enabling mecha-
nisms of trust management [2, 5, 4, 14] including the delegation and revocation of authorities, and also
temporal attestations [3]. Underlying principles of Cyberlogic have been applied, among others, to the
forensics of software systems [12], accountable clouds [11], correct-by-design smart contracts [10], and
accountable blockchain transactions [9]. The relationship of the Curry-Howard isomorphism for soft-
ware certificates has been studied previously [13], but a complete formal treatment of the proof theory
of Cyberlogic has been missing.

Our first contribution is a Gentzen style proof system for Cyberlogic that admits cut elimination. A
feature of the proof system is that it enables the combination of evidence represented as logical deriva-
tions as well as digital evidence, e.g., signed hashes of tickets, certificates, financial statements, medical
records. We also identify a knowledge operator for collections of principals, which may simplify Cy-
berlogic encodings and corresponding derivations considerably. An evidence associated to an ET is
formalized as a Cyberlogic proof, that is, a proof of an assertion of the form KsaysA from a given set of
Cyberlogic theories and digital certificates.

Two main challenges emerge from the fact that such evidence, i.e., Cyberlogic proof, is often con-
structed involving different principals that do not necessarily share the same (physical nor logical) lo-
cation. The first challenge is how to build efficient, sound and complete distributed proof search mech-
anisms for Cyberlogic. The second challenge is how to efficiently communicate such evidence. Proof
theory lays the foundations for addressing these two challenges. In particular, focused proof systems [1]
have been used to explain proof search heuristics used in logic programming [15, 6], and also as the basis
for proposing proof certificate formats [16, 7]. Our second contribution, a sound and complete focused
proof system for Cyberlogic.

Our third contribution addresses the challenge related to distributed proof search. We identify a
fragment of Cyberlogic, called Cyberlogic Programs, that resembles the class of Horn formulas used
in logic programming. By studying Cyberlogic programs’s proof search behavior from the lenses of
focusing, we establish a sound and complete distributed proof search heuristic. We argue by example
that the proposed heuristic is adequate for implementation, as it can build on existing FOL proof search
tool, e.g., Prolog and Datalog. Indeed, our proposed heuristic can be viewed as an extension of distributed
logic programs [17, 8].

Furthermore, our fourth contribution addresses the challenge of how to efficiently communicate ev-
idence. We propose a Proof Certificate format for Cyberlogic Programs inspired by Foundational Proof
Certificates (FPCs) [7]. FPCs enable the construction of parts of a proof by using logic programs and
engines. This means that FPCs and our Proof Certificates do not need to contain data that can be easily
reconstructed or for which one is willing to reconstruct.

We illustrate these proof-theoretic developments using the Visa example. We conclude with a dis-
cussion on related and future work. Proof sketches of the most interesting results are available in the
Appendix.
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